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ABSTRACT 
In this paper, we empirically quantify inherent limitations 
of merchant switching silicon, which constrain SDNs’ 
innovation potential. To overcome these limitations, we 
propose a Split SDN Data Plane (SSDP) architecture—a 
new switch architecture which allows rapid network 
innovation by complementing a cost-effective, yet 
inflexible, frontend merchant silicon switch chip with a 
deeply programmable co-processor subsystem. We 
implemented SSDP on a prototype Dell PowerConnect 
platform with a programmable multi-core data plane 
subsystem. To demonstrate SSDP’s potential, we 
developed diverse real-world cases on the prototype 
platform. Benchmarking results show that, while delivering 
on its rapid innovation promise (with significantly shorter 
turn-around time), a SSDP architecture also provides 
reasonably high switching rates on deep flow tables. 

1. INTRODUCTION 
Merchant silicon is designed to provide common switching 
functions at fast data rates and at commodity prices. 
Contemporary merchant switch chips have definitely 
served this purpose and most switch vendors are now 
locked into merchant silicon, at least for the lower end of 
their switch product lines. This commoditization, however, 
comes at the cost of feature flexibility and richness. As 
merchant silicon cannot support new traffic processing 
functions (e.g., security, DPI, sophisticated sampling, etc.), 
a range of middle-boxes and Network Processing Units 
(NPU) based solutions have emerged to fill these gaps. 
However, these point solutions are expensive to procure, 
deploy and manage. 
The recent advent of software-defined networking has led 
to an active debate on the role of merchant silicon in the 
SDN ecosystem. SDNs offer the promise to consolidate 
evolving traffic processing functions in the control plane, 
which subsequently programs the data plane accordingly. 
However, current SDN definitions (e.g., OpenFlow) lie in 
an awkward middle-ground with merchant silicon on one 
end and NPUs/middle-boxes at the other end. 
Based on the previous merchant hardware benchmarking 
[10][11][12], we argue that SDN’s rapid innovation 
promise is constrained by current hardware’s scale and 
flexibility limitations. In this work, we first establish a 
baseline by benchmarking prominent merchant silicon 
switch ASICs. To this end, we port the widely-used Open 

vSwitch (OVS) [5] software stack to merchant platforms 
and benchmark different performance metrics with an aim 
to establish a baseline and to corroborate the existing 
findings that the existing merchant hardware cannot 
implement SDN data plane functions  
Our benchmarking results identify four fundamental 
limitations of merchant hardware which have the most 
adverse effect on SDN’s rapid innovation promise: a) Small 
sizes of useful tables which can implement SDN data 
planes; b) Lack of flexible actions support; c) Slow bus 
speeds between the hardware pipeline and the on-chip 
CPU; and d) Slow on-chip CPUs which cannot complement 
the hardware tables with deep software-based tables. 
This motivates us to investigate an alternative SDN switch 
architecture in which the forwarding fast path is split into 
two distinct data paths: a TCAM-based path in merchant 
silicon complemented by an NPU-driven software 
subsystem connected to merchant hardware with a standard 
high-speed bus. This architecture henceforth referred to as 
the Split SDN Data Plane (SSDP), stores elephant or 
macroflows1 in the TCAM, while microflows (that need L4 
and higher layer processing) are encoded into the NPU-
based subsystem. Since SSDP does not require any 
advancement in switch silicon, it leverages the low cost of 
merchant hardware in combination with the scale, 
flexibility and programmability of multi-core 
programmable ASICs. 
We implemented SSDP on a prototype Dell PowerConnect 
platform with a merchant-silicon switch chip and a 
programmable subsystem. Benchmarking results show that 
for MTU-sized packets the SSDP prototype can improve 
the switch-to-CPU bandwidth from 24 Mbps (maximum for 
merchant silicon evaluated in this paper) to 8.5 Gbps, and 
OpenFlow control channel bandwidth from 610 Kbps to 
276 Mbps. Also, the SSDP prototype can provide switching 
rates of 4.5 Gbps on an OpenFlow1.0 table with up to 60K 
entries. 

                                                           
1 Macroflows’ represent an aggregated flow while a‘microflow’ is 

a more granular flow. For instance, a <vlan, dst-ip> flow 
entry represents a macroflow, while a <vlan, src-mac, 
dst-mac, dst-ip, ip-proto, src-port, dst-
port> represents a microflow. The terms macroflows and 
microflows should be read as, the number of macroflow-entries 
and number of microflow-entries in the system 
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which was used to connect a programmable subsystem 
(based on a 4-core MIPS, with encryption and TCP-
acceleration blocks) to the PowerConnect switch. Packets 
that did not hit the switch TCAM were forwarded to the 
XAUI interface while bypassing the switch CPU.  
We ported the OVS code base to the programmable-card to 
create an OpenFlow 1.0 subsystem, henceforth referred to 
as the Programmable Subsystem (PS). In addition to the 
netdev interfaces, many architectural modifications were 
implemented in the OVS code base to allow it to scale its 
performance with an increasing number of cores. 
Furthermore, the hardware accelerators on the PS were 
used to support encryption, tunneling and QoS in hardware. 
We implemented the architecture shown in Figure 3(b), 
where OVS on the PS supports a software flow table, and a 
separate OF-agent programs the frontend merchant silicon 
ASIC. The information about whether a particular flow 
should be encoded in the TCAM or software tables was 
communicated by the controller to the OVS on the PS. 
Flow modification messages from the OpenFlow controller 
were evaluated by the PS and macroflows (i.e., flows with 
a number of wildcarded entries) were encoded on the 24x1 
Gbps chip’s TCAM, while microflows were added to the 
PS’ flow table. 

3.3 SSDP Benchmarking 
To quantify the value offered by the SSDP architecture, we 
benchmark the PowerConnect prototype on the following 
metrics: bandwidth from merchant fabric to back-plane 
CPU, bandwidth from back-plane CPU to controller, and 
packet switching performance of the back-plane. 
Ten Linux machines were connected with the 
PowerConnect ports for traffic generation. These machines 
generated traffic at different rates. As mentioned earlier, the 
switch was programmed to send all incoming traffic to the 
PS through the XAUI interface. To measure the bandwidth 
to the controller, we kept the flow table of the subsystem 
empty, resulting in each packet arriving at the PS to be 
forwarded to the controller after a flowtable miss. The 
packets per second sent to the controller were measured in 
OVS just before forwarding the packets to the controller. 
Considerable improvements are also observed on the 
control channel bandwidth (Table 2, column 3). For MTU-
sized packets, the SSDP prototype can yield a data rate of 
276 Mbps as opposed to a few hundred Kbps that were 
achieved on the switch CPU. Again, there is degradation in 
the control channel throughput with a decrease in packet 
size. However, SSDP’s control throughput stays at least an 
order of magnitude higher than the control bandwidth of 
merchant silicon.  
Finally, we preconfigured the OVS agent on the PS with a 
fixed number of flows, with OpenFlow actions of forward 
to a given port. To measure the overhead of flow matching 
and performing the associated action, the packets were 
counted then silently dropped instead of actually being sent 
back out the XAUI interface. This allows us to measure the 
total packet processing capacity of the backplane without 

hitting the limit imposed by the 10Gbps link connecting the 
front and back planes. 
The results for 10K and 60K flows are shown in Table 2.  
For MTU-sized packets matched on a 10K table, SSDP is 
able to achieve a switching data rate of 4.49 Gbps. The 
switching rate drops to 2.93 Gbps for a table with 60K 
entries. There is significant degradation in switching rates 
with a decrease in packet size. However, the PS can offer 
switching rates close to 1Gbps for 300 byte packets. In 
summary, the SSDP prototype can mitigate the bus speed, 
CPU, table size, and action limitations of merchant silicon.  
The switching rates are low for very small-sized packets. 
However, for larger packets (>300 bytes), reasonable 
switching rates can be achieved on deep flow tables. Three 
observations make SSDP’s switching rates reasonable in 
practical deployments: 1) the entire switch traffic does not 
need to pass through the slow path; 2) macroflows are 
devolved in the merchant TCAM tables; and 3) while 
meeting the switch’s power and cost-per-port constraints, 
the SSDP architecture allows the programmable subsystem 
to be enhanced with more and more cores to increase its 
packet switching rates. 

Table 2: SSDP Benchmarks 

Packet Size 
(bytes) 

Bandwidth to 
subsystem CPU

Bandwidth to 
Controller 

Flow Table Size vs. Pkt. 
Processing Throughput
10K flows 60K flows 

1500  8.5 Gbps 276 Mbps 4.49 Gbps 2.93 Gbps 
700  2.8 Gbps 198 Mbps 2.65 Gbps 2.04 Gbps 
300  995 Mbps 72 Mbps 986 Mbps 809 Mbps 
64 227 Mbps 33 Mbps 217 Mbps 164 Mbps 

4. SSDP USE CASES 
In this section, we describe three representative use cases 
that we have implemented on the SSDP-PowerConnect 
prototype. The first two use cases have been designed to 
stress-test the flow-scalability of the PS-based OF-
subsystem. We also implement one use case that leverages 
the subsystem’s encryption block. This is designed to show 
the flexibility of actions that can be achieved by leveraging 
OF-extensions that call ASIC-specific functional blocks.  

4.1 P2P Detection and Prevention 
Campus networks face a significant challenge in detection 
and blocking of p2p file sharing traffic, which is typically 
achieved using expensive and centralized DPI boxes. P2p 
applications sporadically generate a large number of 
microflows from a single host. Blocking such large number 
of flows requires deep flow tables that need to be 
dynamically available close to the switch (a concept we call 
flow-bursting), and makes it an ideal candidate to 
demonstrate and benchmark the SSDP.  
To make a demonstrable use case, we ported the OpenDPI 
[www.opendpi.org] code base to the Beacon[1] controller. 
We then invoked OpenDPI’s BitTorrent traffic 
classification detection algorithm in Beacon and populated 
the SSDP with drop and forward rules for flows which 
were detected as p2p and non-p2p, respectively (Figure 4). 



Table 3 shows some sample flow entries (
OFCTL command) from the microflow ta
traffic blocking use case. The first entry (
port numbers) belongs to p2p traffic. Initial
the default entry (Action= Output: P
is the XAUI port in the PowerConnect) in
table which directs it to SSDP. Since no ent
this flow, it is sent to the controller. O
controller processes packets from this flow
forwarding until it has classified this 
discovers the flow as p2p, the drop rule i
microflow table. Similarly, the second flow
HTTP flow and a microflow entry is insta
this flow. Similarly, the second flow is clas
flow and a microflow entry is installed to fo
Additionally a wildcarded rule can be i
macroflow table to handle all the HTTP tr
path to reduce traffic to SSDP. 
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L3_src L3_dst L4_src L4

58.65.18.20 192.168.1.126 51413 442

173.193.6.3 192.168.1.126 80 33
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6.2 Limitations 
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line rate traffic processing of all the traffic 
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