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PPPoE Demo for Split Data Plane Performance using P4 for ISPs

Abstract

P4 is a powerful domain-specific language for implementing high-speed packet processing applications. It
is a target independent language that facilitates deploying P4 and non-P4 programmable components and
their interfaces on a large variety of target platforms, e.g., CPUs, FPGAs, ASICs, SOCs (system-onchip), and
network processors. However, real world applications require lot more than a control plane, data plane,
and architecture descriptions expressed in P4 language. xFlow Research is building a highly scalable PPPoE
solution using off-the-shelf Linux computers in P4. It is implementing a 4-layer application architecture
comprising of: a) P4 data plane, b) P4 control plane, c) non-P4 application client software, and d) non-P4
application server software.

Building efficient interfaces between these layers to guarantee performance, scalability, high availability,
and fast recovery from component failures is a big challenge. An equally important concern involves bal-
ancing a large ISP’s workload using a cluster of stateful P4 and non-P4 components communicating and
distributing state information between these components including the data about individual subscribers’
virtual interfaces, lookup tables, buffers/queues for ensuring policy-based upload and download band-
width capacity, and other data related to the monitoring, management and orchestration of all P4 and non
-P4 components.

xFlow Research is using P4 to build its load balancers in addition to using it for allocating IP addresses and
forwarding packets. xFlow has also researched the possibility of splitting its data plane into more than one
P4 data planes, e.g., a data plane optimized for authenticating subscribers and allocating IP addresses us-
ing PPPoE/RADIUS/DIAMETER/SRC protocols, and a separate data plane optimized for faster packet for-
warding between the subscribers and routers connecting them with the Internet backbone.
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Architecture and Topology:

Shown in the figure below is the 4 layer architecture and the split data plane topology:
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Results:

As shown below we see an 7%-8% improvement in packet processing, when using the split data plane.

System Configuration:

Hardware: CPU: 2.4GHz, RAM: 16GB, Core: i7, System processor: 64-bit, HardDrive: 1000GB.

Software: VMWare Workstation Player version 12., Mininet 2.2.1, P4 behavioral-model version 2 (aka

bmv2)
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