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Introduction

Software for Open Networking in Cloud (SONiC) has emerged as a prominent open source
network operating system, garnering widespread acceptance among hyperscalers, operators,
and vendors. Its flexible architecture and robust feature set have made it a preferred choice for
building scalable and efficient networks. This document aims to provide a comprehensive
exploration of L2 and L3 features of SONIC, focusing specifically on its deployment,
configuration, and behavioral testing using GNS3.

In this document, we will delve into the intricacies of deploying and configuring SONIC,
showcasing its extensive capabilities in simulating complex network environments using GNS3.
By leveraging GNS3, a powerful network simulation tool, we can create virtualized instances of
SONIC, enabling us to thoroughly test and evaluate a variety of its features. Through practical
demonstrations and step-by-step guidelines, we aim to equip readers with the necessary
knowledge and insights to successfully implement SONiC in their own network environments.

Key areas of focus will include the deployment process, encompassing testbed setup, and initial
configuration of SONIC. Furthermore, we will explore a range of L2 and L3 features within the
GNS3 framework. By examining these features in a controlled, virtual environment, we can gain
valuable insights into SONIC's capabilities, uncover any potential challenges, and identify best
practices for maximizing its effectiveness.

As we embark on this journey into the world of SONIC and GNS3, we encourage readers to
actively engage with the material, experiment with different configurations, and adapt the
knowledge to suit their unique networking requirements. Together, we can unlock the true
potential of SONIC and pave the way for a more open, scalable, and efficient future in network
management.

Intended Audience

This document is tailored for network administrators, system integrators, and network
engineers who are interested in exploring and implementing the Software for Open Networking
in Cloud (SONIC) operating system within the context of GNS3. It is designed for individuals with
a solid understanding of networking principles, including L2 and L3 protocols. Whether you are
a hyperscaler, network operator, or vendor, this document aims to provide you with practical
insights, step-by-step guidance, and best practices for deploying, configuring, and conducting
behavioral testing of SONIC's L2 and L3 features using the GNS3 network simulation tool.

X
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Tested Setup

To deploy any topology, we need a testbed that will set up the perfect environment where we
can deploy our topologies. Now testbeds are of two types i.e., physical and virtual, depending
on our availability of resources (switches, hosts, servers). If we have the required devices
available for our topology, then we can go with a physical testbed otherwise we will opt for the
virtual one.

SONIC Virtual Switch Testbed

To prepare the testbed, we need the following things:
GNS3

Device image for GNS3

SONiIC image (.img file)

The proper set of commands

Only for SONIC versions>=201904

This document describes all steps one by one with necessary screenshots and links.

XFLOW SONiC Deployment & Testing Using GNS3 7



Device Image for GNS3

To deploy a SONiC image in GNS3, we need a device image. To download that image, the link is
given here

After downloading, some changings are required to make it compatible with GNS3. For Ubuntu,
make it executable by following the path “right-click>properties>permissions>allow executing
file as program”

download-gns3a.sh Properties x

Permissions

owner: M el

Access: Read and write -
Group: humza-vm -

Access: Read and write -
Others

Access: Read and write -
Execute: & Allow executing file as program

Security context: unknown

Activities Terminal v

o

:-$ cd Downloads/
§1s

After that make some changes to the file by using the command "sudo vi <filename>". In our
case, the command is “sudo vi download-gns3a.sh”. By using vim editor, press “i” to go to insert
mode. SONIC image has different versions. In this testbed, version "202205" is used because it
is the latest image. The figure, which is given below, explains where changes are made in the

file.

XFLOW SONiC Deployment & Testing Using GNS3 8


https://github.com/sonic-net/sonic-buildimage/blob/master/platform/vs/sonic-gns3a.sh

e To run an executable file, write the following command "./download-gns3a.sh" in the

terminal. Make sure that this command must be run in that directory in which
"download-gns3a.sh" file is present.

: $ ./download-gns3a.sh
--2022-08-24 01:35:30-- https://artprodcus3.artifacts.visualstudio
2J1MWIwNzBmLWIIMTUtNDEINCIhYWRTLWIXZDNiZnIxNzAINCIidWlsZELkLzEzMzgx]
Resolving artprodcus3.artifacts.visualstudio.com (artprodcus3.artif
Connecting to artprodcus3.artifacts.visualstudio.com (artprodcus3.a
HTTP request sent, awaiting response... 200 0K

Length: 992139041 (946M) [application/octet-stream]
Saving to: ‘sonic-vs-202205-133812.img.gz’

sonic-vs-202205-133812.1mg.qz

After completing the above procedure, the device image, as well as the zip file of SONIC (.img.gz
file), will be installed. To obtain a SONIC image (.img file), extract the zip file.

SONIC Deployment & Testing Using GNS3 9



SONiC image for GNS3

To download SONIC image (.img file) for GNS3, the procedure is given below:

e By using the link which is given here, first zip file will be downloaded, and then extract
the image file (.img)

There are many branches of SONIC at this site. In our case, “sonic-vs.img.gz” latest branch
(202205) is used.

Importing device and SONiIC image in GNS3
To import the device and SONiIC image in GNS3 after creating a project, follow the path given
below:

e file>import appliance

e After that, a pop-up menu is opened, Click on “Install the appliance on your local
computer”.

Install SONIC appliance X

Server
Please choose a server type to install the appliance. The grayed out server types are not supported or configured.

Server type

© Install the appliance on your local computer

Appliance info Nexts Cancel

® Now click on the “Next” button. It shows a SONiC image version downloaded previously.

Now import the SONIC image by clicking on the "import" button, choose the required
image, and then click on the "Next" button.

XFLOW SONIC Deployment & Testing Using GNS3 10


https://sonic-build.azurewebsites.net/api/sonic/artifacts?branchName=master&platform=vs&buildId=269515&target=target%2Fsonic-vs.img.gz

Install SONiIC appliance

Required files
n of SONIC and import the required files. Files are searched in your downloads and GNS3
fault

Appliance version and files Size T
* SONIC version 202205 build 235203 2.1 GB Ready to install
Sonic-vs-202205-235203.img 2.1 GB Found locally

Import Download Allow custom files |Create a new version

Appliance info < Back Next >

Port Breakout

Refresh

In SONIC, all ports are integral of 4 like EthernetO, Ethernet4, Ethernet8, and so on. In GNS3,
when connections are made with a switch, a pop-up menu is opened and shows which port one
wants to use. If Ethernetl is selected in GNS3, it means that Ethernet4 will be used in SONiIC

CLIl. Ethernet2 in GNS3 is mapped with Ethernet8 in SONiC CLI.

XFLOW SONIC Deployment & Testing Using GNS3
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Layer 2 Features
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VLAN

Introduction

This section explains the step-by-step procedure to deploy VLAN topology and configure
features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Introduction to VLAN

A VLAN, or Virtual Local Area Network, is a logical grouping of devices on a network. In a
traditional network, all devices are part of the same physical LAN, meaning that they are all on
the same broadcast domain and can communicate with each other freely. However, with
VLANSs, a single physical network can be divided into multiple virtual networks, each with its
own unique VLAN ID.

Without VLANs, a broadcast sent from host A would reach all devices on the network. Each
device will receive and process broadcast frames, increasing the CPU overhead on each device
and reducing the overall security of the network.

broadcast

Fig: Topology with all hosts inside the same VLAN
Devices within the same VLAN can communicate with each other as if they were on the same

physical LAN, but devices in different VLANs cannot communicate with each other unless
specifically allowed by a router or switch. This can improve security by preventing unauthorized
access to devices on the network, and can also improve network performance by reducing
broadcast traffic.

XFLOW SONIC Deployment & Testing Using GNS3 13



By placing interfaces on both switches into a separate VLAN, a broadcast from host A would
reach only devices inside the same VLAN, since each VLAN is a separate broadcast domain.
Hosts in other VLANs will not even be aware that the communication took place. This is shown
in the picture below:

] ]

Host A

- =>%%_{} ==

broadcast

S NYTIA

]

Fig: Topology hosts having different VLANs
NOTE: To reach hosts in a different VLAN, a router is needed.

Intra-Vlan

As the name suggests, “Intra” means “Inside”, Intra-VLAN communication refers to the ability of
devices within the same VLAN to communicate with each other. Devices within the same VLAN
are connected to the same broadcast domain, which means that they can communicate directly
with each other without the need for routing.

To enable inter-VLAN communication, you will need to configure the devices with the
appropriate IP addresses and subnet masks. The devices can then communicate with each other
using these IP addresses.

XFLOW SONIC Deployment & Testing Using GNS3 14



2990-34TT

] e A
PC-PT PC-PT
pPC2 PC3
Vian 10 Vlan 20 Vlan 10 Vilan 20

Fig: Intra-VLAN Topology using Multiple Switches

Trunk & Access Ports

If you intend to use VLANSs in your network, you will need to configure some ports on a switch
as access ports and trunk ports. Here is a description of each port type:

Access port — a port that can be assigned to a single VLAN. This type of interface is configured
on switch ports that are connected to end devices such as workstations, printers, or access
points.

Trunk port — a port that is connected to another switch. This type of interface can carry traffic
from multiple VLANs, thus enabling you to extend VLANs across your entire network. Frames
are tagged by assigning a VLAN ID to each frame as they traverse between switches.

e
=g | |
==

access port

trunk port

)x< XFLOW SONiC Deployment & Testing Using GNS3 15



Network Topology

After importing images, consider this simple example. Suppose we have a network with two
departments: marketing, and finance. We want to create separate VLANs for each department
to improve network security and performance.

To do this, we would need to configure our switches and hosts accordingly. Let's say we have
two switches, S-1 and S-2, and four hosts, PC1 through PC4. Now draw network topology in
GNS3 using SONIC switches and hosts.

5-2
5-1

1
|

e2

1
e0 1 0
PC1
PC3 - PC; Pca
VLAN-10 VLAN-20 VLAN-10 VLAN-20
192.168.10.2/24 192.168.20.2/24 192.168.10.3/24 192.168.20.3/24

Fig: Network Topology
Note: Be patient while using SONIC CLI because it takes some time while showing results.

Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured and the same steps are repeated for the switch (S-2). Command
Reference guide is also available on GitHub for SONIC, whose link is given here
Follow these steps to configure Switch-1.
Step-1
e Check the status of interfaces by using the command:
show interfaces status

MTU

9100

9100

9160

9100 ortyGigE

9100 fortyGigee/1

9100 /A forty6i

9160 i

9100

9100

9100

9160

9100

9100

9100

9160

9100 forty e 0
9100 forty6igee/64 routed  down
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https://github.com/sonic-net/sonic-utilities/blob/master/doc/Command-Reference.md#startup-configuration

e Administrative ports (Admin) are used for device management and configuration, and
allow administrators to remotely access and configure the device. Operational ports
(Oper), on the other hand, are used for regular network traffic, such as passing data
between devices on the network.

e In the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2
There are two methods to change operational status, which are given below:

1** Method
To "up" the operational status of an interface, use the following command:

= sudo config interface startup <interface_name> (for 201904+ version)
= admin@sonic:™~S sudo config interface startup Ethernet64

2" Method

In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, the command is given below:
sudo vi config_db.json

Note: It is highly recommended that, first save all the configurations and then reload it using the
“sudo config reload” command.

By following the above commands, make changes in "config_db” and then save it.

}. “PORT™: {
"PORT": { "Ethernete":
"Ethernet®”: { .
"lanes": "25,26,27,28"
"alias": "fortyGigEe/e

"index": "@", "oper
"speed": "40000", N mEu
¥
"admin status": "up", "Etherneta=: {
" w. m A ALl "1la " 29 . 360,31,32"
mtu": "9106 x v: "fortyGigE®/4'

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1 command. So, change the status by using config_db.

)x< XFLOW SONiC Deployment & Testing Using GNS3 17



Step-3
By default, all interfaces are routed (L3) and IP is assigned to them. Remove the IP to make that
interface a switch port (L2). For this, commands are given below:

e sudo config interface ip remove/add <interface_name> <ip_addr>

e admin@sonic:~$ sudo config interface ip remove Ethernet64 10.11.12.13/31

IP must be removed from all those interfaces, which are to be used in network topology.
Note: It is better practice to save configurations after executing two or three commands.
Step-4
Now create VLANs for topology. Before creating VLANs, check the VLAN table by using the
following command:
show vlan brief

admin@sonic:~% show vlan brief

b LT b
admin@sonic:~$ ||

In the above table, no VLAN is created, so create VLANs by using the following command:
e sudo config vlan (add | del) <vlan_id>
e admin@sonic:~$ sudo config vlan add 10

XFLOW SONIC Deployment & Testing Using GNS3 18



Step-5

Assign VLANs to interfaces. In SONIC, an interface can be tagged or un-tagged. Trunk ports

should be tagged while access ports are un-tagged.

e sudo config vlan member add/del [-u|--untagged] <vlan_id> <member_portname>
e admin@sonic:~$ sudo config vlan member add 30 Ethernet8

This command will add Ethernet8 as a member of vlan

30 and it is tagged.

e admin@sonic:™~S sudo config vlan member add -u 10 Ethernet0
This command will add Ethernet0 as a member of vlan 10 and it is un-tagged.

Step-6
Repeat steps 1-5 for the switch (s-2).

Step-7

Assign IP addresses to hosts given in network topology.
Checking for duplicate addr ‘e
PC1 : 192.168.10.2 255.255.255.0 gateway 192
PCl= ip 192.168.10.2/24 192 8.10.1

2 255.255.255.0 gateway 192

done

PCl> write
Saving startup configuration to startup.wvpc
done

rcl> i

.168.10.1

.168.10.1

Note: It is highly recommended to save configurations in the host using the save command.

)x< XFLOW SONiC Deployment & Testing Using GNS3 19



Result

After configuring the switches and hosts, hosts in the same VLAN can send traffic. In the figure
below, it is clearly seen that PC1 can send traffic to PC4 because both are in the same VLAN i.e.
VLAN20, while it cannot send traffic to PC3 due to a different VLAN. So, VLAN is successfully

configured in the topology.
PCl= ping 192.168.2€E
es from 192. icmp_se ttl=64 time=9.538
icmp 2 ttl=64
icmp ttl=64
icmp 4 ttl=64
icmp se ttl=64

from 192.
from 192.16
from 192.16 Q.

W www

84 bytes from 192.168.20.
PC1> ping 192. .10.3

host (255.255.255.8) not reachable

XFLOW SONIC Deployment & Testing Using GNS3 20



Inter-VLAN

Introduction

This section explains the step-by-step procedure to deploy Inter-VLAN topology and configure

features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

Inter-Vlan Routing

vian 30

PC4
PC2

192.168.10.2/2a
vian 10 192.168.20.2/24 192.168.10.3/24 192.168.20.3/24
Vian20 Vianlo vianz0

Fig: Network Topology
For the above topology, two switches (S-1, S-2) and four hosts are used.

Note: Be patient while using SONiIC CLI because it takes some time to show results.

XFLOW SONIC Deployment & Testing Using GNS3
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured and the exact steps are repeated for the switch (S-2). The
command reference guide is also available on GitHub for SONIC, whose link is given here

For the configuration of a switch (s-1), the steps are given below
Step-1
e® Check the status of interfaces by using the command:
show interfaces status

Vlan Oper Admin

9100
9100
9100
9100
9100
9100
9100
, b 9100
13,14,15,16 40 9100
9,10,11,12 40 9100
8 pd:] 4@ 9100
- 9100
6 46 9100
49,50,51,52 40 9100
9100
9100 g
9100 N/ fortyGigE®

e Inthe above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2
There are two methods to change operational status, which are given below:

1st Method

To "up" the operational status of an interface, use the following command:
e sudo config interface startup <interface_name> (for 201904+ version)
e admin@sonic:~S$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and the path
is /etc/sonic. To configure “config_db”, the command is given below:

sudo vi config_db.json

Note: It is highly recommended that, first save all the configurations and then reload it using the
“sudo config reload” command.
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By following the above commands, make changes in "config_db” and then save it.

1

g "PORT": {
"PORT": { "Ethernete":
"Ethernete": { : "
"lanes": "25,26,27,28" :
"alias": "fortyGigE®/0 :: =d”: "40000",

_status": "up"™,
"index": "@", "oper_status”: "up”.|}
T SPE'E"J ", v AREAER" \ o mtu™: 91606
"admin status": "up", “"Etherneta”: {
e w. m AT Ll " 29,360 ,31,32"
mtu": "9100 " fortyGigE®s4'

Note: It is recommended to use the first method to change interface status. Sometimes
interface status remains down after using 1® command. So, change the status by using
config_db.
Step-3
By default, all interfaces are routed (L3) and IP is assigned to them. Remove the IP to make that
interface a switch port (L2). For this, commands are given below:

e sudo config interface ip remove/add <interface_name> <ip_addr>

e admin@sonic:~S sudo config interface ip remove Ethernet63 10.11.12.13/24

IP must be removed from all those interfaces, which are to be used in network topology.
Note: It is better practice to save configurations after executing two or three commands.
Step-4
Now create VLANSs for topology. Before creating VLANSs, check VLAN table by using the following
command:
show vlan brief

admin@sonic:~% show vlan brief

In the above table, no VLAN is created, so create VLANs by using the following command:
e sudo config vlan (add | del) <vlan_id>
e admin@sonic:™~S sudo config vlan add 10
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Step-5
Assign VLANs to interfaces. In SONIC, an interface can be tagged or un-tagged. Trunk ports
should be tagged while access ports are un-tagged.
e sudo config vlan member add/del [-u|--untagged] <vlan_id> <member_portname>
e admin@sonic:~$ sudo config vlan member add 30 Ethernet8
This command will add Ethernet8 as a member of vlan 30 and it is tagged.

e admin@sonic:™~S sudo config vlan member add -u 10 Ethernet0
This command will add Ethernet0 as a member of vlan 10 and it is un-tagged.

VLAN ID | IP A

Step-6
Assign IP addresses to VLAN interfaces by using the following command:

e sudo config interface ip remove/add Vlan<vlan_id> <ip_addr
e admin@sonic:™~S sudo config interface ip add VIan100 192.168.10.1/24

admin@sonic:~$ show vlan brief

+ +
| |
+ +
| |
| |
+ +
| 2 |
| |
+ +

admin@sonic:~4

Note: It is highly recommended that while assigning ip address to VLAN, the name should be
started with capital “V” like in our case “VIan100”. Otherwise, the command will not be
executed.

Step-7

Repeat steps 1-6 for the switch (s-2).
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Step-8
Assign IP addresses to hosts given in network topology.

- duplicate adc .
10.2 255.255.255.0 gateway 192.168.10.1

Checking for
1021 ) .168.10.1

e

startup configuration to startup.wvpc

Note: It is highly recommended to save configurations in the host using save command.

Result

After configuring the switches and hosts, hosts in the same as well as in different VLANs can
send traffic. In the figure below, it is clearly seen that PC1 can send traffic to PC2, PC3, and PC4.
So, Inter-VLAN is successfully implemented in the topology.

Activities [ Terminal ~

-168.20.

n 192.
192.

Trom
Trom

iu w iaJ w iu

84 bytes from

PCl> ping 192.

84 bytes from .3 icmp
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Static Routing

Introduction

This section explains the step-by-step procedure to test static routing and configure features by
running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

Static Routing

5-1 §-2
- 192.168.30.0/24 — 192.168.50.0/24
el 'jez
y
‘ED el
PJH PE2
E e0 E i 0
192.168.10.2/24
192.168.20.2/24 192.168.40.2/24

Fig: Network Topology
For the above topology, three switches (S-1, S-2 & S-3) and three hosts are used.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured and the exact steps are repeated for the switch (S-2). The
command Reference guide is also available on GitHub for SONiC, whose link is given here

For the configuration of a switch (s-1), the steps are given below
Step-1
e® Check the status of interfaces by using the command:
show interfaces status

MTU ias  Vlan  Oper  Admin

9100 / or @ up

9100 / or 4 ro up

9100 / or ro up

9100 / or ro up

9100 / ro up

9100 / B ro up

9100 / 0 g 4 ro up

9100 / ortyGigE@ ro up

9100 / orty6i 2 T0 up

9100 / y61 6 ro up

9100 / y! B ro up

9100 / ortyGigEa/44 ro up

9100 / ro up

9100 / 0 2 10 up

9100 / y61 ro up

b 6 9100 / 0 gEB/60 ro up
Ethernet64 6 406 9100 / £ ed  down up

e In the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2
There are two methods to change operational status, which are given below:
1* Method
To "up" the operational status of an interface, use the following command:

* sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:™~S sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and the
path is /etc/sonic. To configure "config_db”, commands are given below:

sudo vi config_db.json
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Note: It is highly recommended that, first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

1 S
o "PORT™": {
"PORT": { “EthE{nett T |
" hernet@®": { "Llan "25,26,27,28"

Ethernet@": { : FtyGigED/ 0’

e :: ;30600“
“up*™,

"index": "@", "oper_status®": "up”.
n SPE'E"j n : n "I'BBBB n \ . mitu = 9106

'
"admin status": "up", “"Etherneta”: {
" w. m A TALL "Llan : "29,30,31,32"
mtu": "9100 “alias": "fortyGigE®,s4'
INSERT - -

"alias": "fortyGigEe/e

Note: It is recommended to use the first method to change interface status. Sometimes
interface status remains down after using 1® command. So, change the status by using
config_db.

Step-3
By default, all interfaces are routed (L3) and IP is assigned to them. Remove the IP to make that
interface a switch port (L2). For this, commands are given below:

e sudo config interface ip remove/add <interface_name> <ip_addr>

e admin@sonic:~S sudo config interface ip remove Ethernet63 10.11.12.13/24

IP must be removed from all those interfaces, which are to be used in network topology.
Note: It is better practice to save configurations after executing two or three commands.

Step-4
Assign gateway to s-1, s-2 and s-3 with 192.168.10.1/24, 192.168.20.1/24 and 192.168.40.1/24
respectively using the command given below:

e sudo config interface ip remove/add <interface_name> <ip_addr>

Step-5
In Static routing, all the existing static routes must be added in each router one by one by using
network and “next-hop” addresses by using command given below:

e sudo config route add prefix [vrf <vrf>] <A.B.C.D/M> nexthop [vrf <vrf>] <A.B.C.D> dev

<interface name>

This command is used to add a static route. Note that prefix/next-hop vrf’s and interface name
are optional.

e admin@sonic:~$ sudo config route add prefix 192.168.20.0/24 nexthop 192.168.30.3
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sudo config route add prefix 192.168.20.6/24 nexthop 192.168.3¢

sudo config save -y
g route add prefix 192.168.46.6/24 nexthop 192.168.3¢

sudo config save -y

show history

o LN

L==)

3
3
31
3
3

[r=]

In above example, switch (s-1) is considered. IP Address after prefix, is the network address that
is to be added in the router (s-1) and the address after next-hop is the interface address.

Step-6
Repeat steps 1-5 for the switch (S-2) and (S-3).

42 sudo config route add prefix 192.168.40.0/24 nexthop 192.168.50.2
43 sudo config save -

9 sudo config route .168.10.0/24 nexthop 192.168.50.3

.168.20.0/24 nexthop 192.168.50.3

Step-7
Assign IP addresses to hosts given in network topology.

e

ate
255.2

Note: It is highly recommended to save configurations in the hosts using save command.
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Result

After configuring the switches and hosts. In the figure below, it is clearly seen that host PC1 can
send traffic to the other two networks and PC2 can also send traffic to other networks. So,

Static Routing is successfully configured in the topology.

Trying 127.0.0.1...
Con d to localho

from 192.
from 19:
from 19:

from 192.16
s from 192.168.2

168.

from 192. .40.2 ttl=61
from i : icmp s 2 ttl=61
from : : icmp ttl=61
from 192.16 9.2 icm 4 ttl=61 .
25 from .168.40.2 icm ttl=61 time=13.360 ms

Trying 127.0.0.1...
Connected to localhost.
([Escape character is '°]'.

PC2> ping 192.168.10.2
84 bytes from 192.168.10.2 icmp_ st 2 tim .583 ms

84 bytes from 192.168.10.: icmp: :
184 bytes from .168.10.2 icmp se

84 bytes from 192.168.10.2 icmp seg=
184 bytes from 192.168.10.2 icmp

PC2> ping 192.168.40.2

84 bytes from 192.168.40.:
s from .
from 192. .
y from 192. icmp_se
84 bytes from 192.168 2 ilemp
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RIP

Introduction
This section explains the step-by-step procedure to test RIP (routing protocol) and configure
features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

192.168.11.0/249 192.168.12.0/24

s-1 s-2 s-3
e e;ﬂiz -~ o

L J p
el e “eo
€0 o Pc1 pcz o °°

E E PC3 -
192.168.10.2/24

192.168.12.2/24 192.168.14.2/24

Fig: Network Topology

For the above topology, three switches (S-1, S-2 & S-3) and three hosts are used.

Note: Be patient while using SONiIC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
switch (S-1) is configured, and the same steps are repeated for the switch (S-2). Command
Reference guide is also available on GitHub for SONIC, whose link is given here

Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status

Type  Asym PFC
down
down
down

e down
routed  down
routed  down
uted  down

y uted  down

ortyG routed  down

fortyG routed  down

routed  down

down

down

2 routed down

uted  down

60 b4 00 /A for e own
Ethernet64 40 iy /A fortyGigk routed  down

e |n the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json
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Note: It is highly recommended that, first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

| 3
Fa “PORT"=: {
P[_‘IFJT: -Ill "EThernste™ :
"Ethernete”: {
"lanes": "25,26,27,28",

"alias": "fortyGigE®/e"

“"lnaex": "@",
“speed": “480080", }
"admin status": "up", "Ethernet4~: {

- N - S— “lanes®™: =20 38, 31,32",
mtu®: 9100 "alias": "“fortyGigEe/s4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.

Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admingsonic:~$ show ip interfaces
Interface  Master  IPv4 address/mask  Admin/Oper

16.0.0.6/31
16.0.0.2/31
16.0.0.4/31

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:~$ sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4
By default, RIP daemon is not running. For ripd to be in the running mode use the following
commands given below:

docker exec -it bgp bash

cd usr/lib/frr

Is
Jripd &
admin@sonic:~% vtysh
Hello, this is FRRouting (version 8.2.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
sonic# config
sonic(config)# router rip
ripd is not running
sonic(config-router)# [
0 c -it bgp bash
d /usr/lib/frr
r/lib/frr# s
d ldpd  ospfd pimd  staticd watchfrr.sh
d 5 nhrpd  pathd ripd  vrrpd zebra
frr-reload 1 ospféd pbrd ripngd watchfrr
1ic:/usr/lib/frr# ./ripd &
Step-5
RIP must be enabled before carrying out any of the RIP commands by using the command given
below:
vtysh
configure
router rip

vitysh

FRRouting (vers

2005 Kunihiro Ishiguro, et al.
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Step-6

After enabling RIP, assign all the network addresses to which the switch is directly connected by

using the command given below:
network <network address>
network <interface name>

onic# configure
onic(config)# router rip

onic(config- : ¢ 192 8.10.0/24

onic(config- k Ethernete

onic(config- jork 192.168.11.0/24

onic({config-router)# ne k Ethernet4
onic(config- er)q
onic(config)# exit

SON1C# Wrilte

Note: this version of vtysh never writes vtysh.conf

Building Configuration...

Configuration d to /etc/frr/zebra.conf
Configuration saved to /etc/frr/ripd.conf
Configuration /etc/frr/bgpd. conf
Configuration Jetc/frr/staticd. conf
sonic# [

Note: It is highly recommended to save the configurations using the “write” command.

Step-7
Repeat steps 1-6 for other switches as well.

Step-8
Check RIP status using the command given below:
show ip rip status

seconds

any version

BadRoutes Distance Last Update
a 120 90:90:13

120)
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Step-9
Assign IP addresses to hosts given in network topology.

Checking for duplicate address...
PC1l : 192.168.10.2 255.255.255.0 gateway 192.168.10.1

PCl> ip 192.168.18. 4 192.168.160.1
Checking for duplica add Snars
PC1l : 192.168.10.2 255.255.255.0 gateway 192.168.10.1

PCl> save

Saving startup configuration to startup.vpc
done

PCl> write

Saving startup configuration to startup.vpc
done

pci= i

Note: It is highly recommended to save configurations in the host using the “save” command.

Result

After configuring the switches and hosts, hosts can send traffic. In the figure below, it is clearly
seen that host PC1 can send traffic to PC2 and PC3. So, RIP is successfully configured in the
topology.

m

rying 127.0.0.1...
onnec to localh
scape character is

1= ping 192.

byt from
byt from
byt from
byt from
byt from

icmp
icmp
icmp
icmp
icmp_

NKNKNKNN

PC1>= ping 192.

from 2. .12.2 icmp
from - - .2 icmp
from 2. = 2 icmp
from 2.168. - icmp
from 2. .12.2 jicmp_
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EIGRP

Introduction

This section explains the step-by-step procedure to test EIGRP (routing protocol) and configure
features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

192.168.11.0/24

PC2

PC1
ed

e0
e0

192.168.15.2/24
192.168.10.2/24

192.168.12.0/24 192.168.14.0/24

Fig: Network Topology

For the above topology, four switches (S-1, S-2, S-3 & S-4) and two hosts are used.

Note: Be patient while using SONIC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured and the exact steps are repeated for the other switches. A
command reference guide is also available on GitHub for SONIC, whose link is given here

Follow these steps to configure Switch-3.

Step-1
Check the status of interfaces by using the command:
e show interfaces status
admin@

Interface anes i 3 Oper  Admin  Type  Asym PFC

routed  down
routed  down
ed down
down

down

routed  down

uted  down

uted  down

routed  down

6 routed down

uted  down

own

r down

Ethernet52 - ; 40 bo N/A  fortyGige0/52 routed  down
Ethernet56 60 48 bo N/ ortyl 6 routed  down
Eth 60 £ e /A i uted  down
Ethernet64 o / rtyGig routed  down

e |n the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json
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Note: It is highly recommended that, first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

| 3
Fa “PORT"=: {
P[_‘IFJT: -Ill "EThernste™ :
"Ethernete”: {
"lanes": "25,26,27,28",

"alias": "fortyGigE®/e"

“"lnaex": "@",
“speed": “480080", }
"admin status": "up", "Ethernet4~: {

" . 1l " 1l Elanesg ™ - .':";‘a-ir-'},-!l,_'!:-‘”,
mtu®: 9100 "alias": "“fortyGigEe/s4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.
Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admin@sonic:~$ show ip interfaces
Interface IPv4 address/mask  Admin/Oper

10.0.0.0/31
10.0.0.2/31 up/up
10.0.0.4/31 up/up

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:™~S sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4
By default, EIGRP daemon is not running. For eigrpd to be in the running mode, use the
following commands given below:
docker exec -it bgp bash
cd usr/lib/frr
Is
Jeigrpd &
:~6 docker exec -it bgp bash
{# cd usr/lib/frr

frrconmon.sh ldpd  ospfd pimd  staticd watchfrr.sh

bfdd  fabricd  frrinit.sh nhrpd  pathd ripd  vrrpd  zebra
bgpd  frr-reload isisd ospfod pbrd  ripngd watchfrr
root@sonic: /usr/lib/frré ./eigrpd &

root@sonic: /usr/Lib/frr# |
Step-5

EIGRP must be enabled before carrying out any of the EIGRP commands by using the command
given below:

vtysh

configure

router eigrp <process-id> [vrf NAME]

admin@sonic:~% wvtysh

Hello, this is FRRouting (version 8.2.2).
Copyright 1996-2805 Kunihiro Ishiguro, et al.

sonic# configure
sonic(config)# router eigrp 1
sonic(config-router)# [

Specify vrf NAME if you want eigrp to work within the specified vrf. The process-ID in EIGRP is a
numeric value between 1 and 65535.
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Step-6

After enabling EIGRP, assign all the network addresses to which the switch is directly connected

by using the command given below:
network <network address>

sonic# configure

sonic(config)# router eigrp 1
sonic(config-router)# network 192.168.10.08/24
sonic(config-router)# network 192.168.11.0/24
sonic(config-router)# network 192.168.12.0/24
sonic(config-router)# ||

sonic# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Configuration saved to /fetc/frr/zebra.conf
Configuration saved to /etc/frr/bgpd.conf
Configuration saved to /etc/frr rpd.conf
Configuration saved to /etc/frr/staticd.conf

sonic#

Note: It is highly recommended to save the configurations using the “write” command.

Step-7
Repeat steps 1-6 for other switches as well.

Step-8
Check EIGRP status using the command given below:
show ip eigrp topology

m

onnected to localhost.
scape character is '7]'.

sonic# show ip eigrp topology

, Serno:
2]

serno:

is 38728, serno:
). Etk

is 387
, Ethe
is 307 erno:

CHCHEHLHL HC

, Ethernet4
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Step-9
Assign IP addresses to hosts given in network topology.

Checking for duplicate address...
PC1 : 192.168.10.2 255.255.255.0 gateway 192.168.10.1

PCl> ip 192.168.18. 4 192.168.160.1
Checking for duplica add Sy
PC1l : 192.168.10.2 255.255.255.0 gateway 192.168.10.1

PCl> save

Saving startup configuration to startup.vpc
done

PCl> write

Saving startup configuration to startup.vpc
done

pci= i

Note: It is highly recommended to save configurations in the host using the “save” command.

Result

After configuring the switches and hosts, hosts can send traffic. In the figure below, it is clearly
seen that host PC1 can send traffic to all the other networks and PC2. So, EIGRP is successfully
configured in the topology.
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OSPF

Introduction

This section explains the step-by-step procedure to test OSPF (routing protocol) and configure

features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

PC1
- 5-3
S-1 <0

= ——gy_ 0 ?’
e0 e2 192.168.11.0/24
el
o el 4

192.168.10.2/24

(=1
3 3
i &
2 OSPF @
. =
~ w
=3 e
= Ld
b &
! eo T PC2
192.168.14.0/24 el

o = =
el e2 el

s2 = s-4

192.168.15.2/24

Fig: Network Topology

For the above topology, four switches (S-1, S-2, S-3 & S-4) and two hosts are used.

Note: Be patient while using SONiIC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured, and the same steps are repeated for the other switches.
Command Reference guide is also available on GitHub for SONiIC, whose link is given here

Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status
admin@

Interface anes i 3 Oper  Admin  Type  Asym PFC

routed  down
routed  down
ed down
down

down

routed  down

uted  down

uted  down

routed  down

6 routed down

uted  down

own

r down

Ethernet52 - ; 40 bo N/A  fortyGige0/52 routed  down
Ethernet56 60 48 bo N/ ortyl 6 routed  down
Eth 60 £ e /A i uted  down
Ethernet64 o / rtyGig routed  down

e |n the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json
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Note: It is highly recommended that, first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

}.
}' "PORT™ : {
"PORT" - .[ "ETtThernete™ : L
- T "lLanes™: "25_,.26,.27_.28"
Ethernete": { "alias=": "fortyGigE®/ /8"

"lanes": "25,26,27,28", "index": "@
"alias": "fortyGigEe/e"

"index": "@" » O T

"speed”: "40000", , e

"admin status": "up", iélhurncl4'.

"mtu”: "9100" e

ortyG i gEB /4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.
Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admin@sonic:~$ show ip interfaces
Interface IPv4 address/mask  Admin/Oper

10.0.0.0/31
10.0.0.2/31 up/up
10.0.0.4/31 up/up

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:™~S sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4
By default, OSPF daemon is not running. For ospfd to be in the running mode use the following
commands given below:

docker exec -it bgp bash

cd usr/lib/frr

Is

.Jospfd &

sonic# configure
sonic{config)# router ospf
ospfd is not running
sonic(config-router)# [

dnin@sonic:~§ docker exec -it bgp bash

oot@sonic:/# cd Jusr/lib/frr

oot@sonic: fusr/lib/frr# 1s

babeld eigrpd frrcommon.sh ldpd  ospfd pind  staticd watchfrr.sh
bfdd  fabricd frrinit.sh  nhrpd pathd ripd  vrrpd zebra

bopd ~ frr-reload isisd ospféd pbrd  ripngd watchfrr

oot@sonic: fusr/Lib/frri ./ospfd &l

Step-5
OSPF must be enabled before carrying out any of the ospf commands by using the commands
given below:

vtysh

configure

router ospf

hdmin@sonic:~5 vitysh

ello, this is FRRouting (version 8.2.2).
opyright 1996-2005 Kunihiro Ishiguro, et al.

Eonic# router ospf

% Unknown command: router ospf
tonic# configure terminal
conic(config)# router ospf

X
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Step-6

After enabling OSPF, assign all the network addresses to which the switch is directly connected
by using the command given below:

Note: It is highly recommended to save the configurations using the “write” command.

Step-7

network <network address> area <address>

Lonic(config)# router ospf

Lonic(config-router)# router ospf

bonic(config-router)# network 192.168.10.0/24 area 0.0.0.0
bonic(config-router)# network 192.168.11.0/24 area 0.0.0.0
tonic(config-router)# network 192.168.12.0/24 area 0.0.0.0
( )

bonic(config-router)# exit

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Configuration saved to /etc/frr/zebra.conf
Configuration saved to /fetc/frr/ospfd.conf
Configuration saved to fetc/frr/bgpd.conf
Configuration saved to /etc/frr/staticd.conf

Repeat steps 1-6 for other switches as well.

X
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Step-8

Check ospf status using the commands given below:
show ip ospf
show ip ospf database router <router id>

sonic# show ip ospf

OSPF Routing Process, Router ID: 192.168.12.2
Supports only single TOS (T0S0) routes

This implementation conforms to RFC2328
RFC1583Compatibility flag is disabled
OpaqueCapability flag is disabled

Initial SPF scheduling delay ©® millisec(s)

Minimum hold time between consecutive SPFs 50 millisec(s)
Maximum hold time between consecutive SPFs 5000 millisec(s)
Hold time multipl is currently 1

SPF algorithm last executed 27m52s ago

Last SPF duration 518 usecs

SPF timer is inactive

LSA minimum interval 5000 msecs

LSA minimum arrival 1000 msecs

Write Multiplier set to 20

Refresh timer 10 secs

Maximum multiple paths(ECMP) supported 256

Number of external LSA @. Checksum Sum 0x00000000
Number of opaque AS LSA 0. C ksum Sum 0xPOO0O008
Number of areas attached to this router: 1

Area ID: 0.0.0.0 (Backbone)

sonic# show ip ospf database router 192.168.12.2

OSPF Router with ID (192.168.12.2)

Router Link States (Ar 0.0.0.0)

LS age: 54

Options: Ox2 : *|-1-I-I-1-1E] -
LS FlLags: @x3

FlLags: 0x©

LS Type: router-LSA

Link State ID: 192.168.12.2
Advertising Route 192.168.12.2
LS S Number: 80000800c

Chec um: @x87be

Length:

Number of Links: 3

Link connected to: a Transit Networ
(Link ID) Designated Router address: 192.168.11.2
(Lin Data) Router Interface address: 122.168.11.2
Number of TOS metrics: @
TOS ® Metric: 19000

Link connected to: a Transit Network
(Link TDY Designated Router address: 192>_168_12_2

Step-9
Assign IP addresses to hosts given in network topology.
duplicate addres s
255 .255 . E
ip 192.1 /24 192.16

g for duplicate addr i
B2 2R H IS 25500 g

Saving rtup configuration to startup.
done

artup configuration to startup.

mr

wn
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Result

After configuring the switches and hosts, hosts can send traffic. In the figure below, it is clearly
seen that host PC1 can send traffic to PC2 and other networks. So, OSPF is successfully

configured in the topology.

PC1> ping 192.168.

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

PCi1= ping 192

bytes

bvtes
bytes
bytes
bytes

from
from
from
from
from

PCl1> ping 192

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

192.
192.
192.
192.
192.

168.

192.
192.
192.
192.

15.2

168.15.2
168.15.2
168.15.2
168.15.2
168.15.2

14.2

168.14.2
168.14.2
168.14.2
168.14.2
168.14.2

11.2

168.11.2
168.11.2
168.11.2
168.11.2
168.11.2

icmp_seq=1
icmp_seq=2
icmp_seq=3
iocmp_ seq=4
icmp_seq=5

iocmp_seq=1
icmp_seq=2
ilocmp_ _seq=3
icmp_seq=4
icmp_seq=5

icmp_seq=1
ilocmp_ seq=2
iocmp_seq=3
icmp_seq=4
iocmp_seq=5

ttl=064
ttl=64
ttl=64
ttl=64
ttl=64

time=21.494
time=12.209
time=12.787
time=14.255
time=13.045

time=8.232
time=7.322
time=6.396
time=6.017
time=6.929

time=2.646
time=2.757
time=2.719
time=3.137
time=2.218
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Testing OSPF Link Cost in SONiC

Introduction

This section explains the step-by-step procedure to test OSPF Link Cost and configure its
features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section
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Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

OSPF with Different Link Cost

PC2

pc1 s-2 192.168.14.0/24
192.165.10.0/24 51 192.168.11.0/24 m
o Link Cost 5 -
e
Area 0 e0 ink Cost Area 0
192.168.10.2/24 192.168.14.2/24
+168.10.2/ Area 0
Router ID of S-1 : 192.168.100.1/24
Router ID of S-2 : 192.168.101.1/24
Router ID of 5-3 : 192.168.102.1/24
Fig#1: Network Topology
OSPF with Different Link Cost
PC2
PC1 s-2 192.168.14.0/24
192.168.10.0/24 s-1 192.168.11.0/24 m
e0
b 5 -
e Area o 0 Link Cost 1 Area 0

192.1685.10.2/24

192.168.14.2/24

Router ID of S-1: 192.168.100.1/24
Router ID of 5-2 : 192.168.101.1/24
Router ID of 5-3 : 192.168.102.1/24

Fig#2: Network Topology

For the above topology, three switches (S-1, S-2 & S-3) and two hosts are used.

Note: Be patient while using SONiIC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured, and the exact steps are repeated for the other switches.
Command Reference guide is also available on GitHub for SONiIC, whose link is given here
Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status

Alias  Vlan  Oper  Admin

down

down

own

down

down

down

5.6,7,8 0 8 £ down
13,14,15,16 48 b / r ed down
9,10,11,12 oo N/A  fortyGi routed  down

uted  down

4 routed own

routed  down

down

e down

60 61, i 40 o /A for route down
Ethernet64 6 7 48 o / rty 6 down

In the above figure, all interfaces are operationally "down" but administratively "up". In most
cases, operational status is usually down but sometimes it is "up" after running devices in GNS3.

Step-2

There are two methods to change operational status, which are given below
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~S$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, the command is given below:

sudo vi config_db.json
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Note: It is highly recommended that first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

| 3
Fa “PORT"=: {
P[_‘IFJT: -Ill "EThernste™ :
"Ethernete”: {
"lanes": "25,26,27,28",

"alias": "fortyGigE®/e"

“"lnaex": "@",
“speed": “480080", }
"admin status": "up", "Ethernet4~: {

" . 1l " 1l Elanesg ™ - .':";‘a-ir-'},-!l,_'!:-‘”,
mtu®: 9100 "alias": "“fortyGigEe/s4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.
Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admin@sonic:~$ show ip interfaces
Interface IPv4 address/mask  Admin/Oper

10.0.0.0/31
10.0.0.2/31 up/up
10.0.0.4/31 up/up

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:™~S sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4
By default, the OSPF daemon is not running. For ospfd to be in the running mode use the
following commands given below:

docker exec -it bgp bash

cd usr/lib/frr

Is

.Jospfd &

sonic# configure
sonic(config)# router ospf
ospfd is not running
sonic(config-router)# [

hdningsonic:~$ docker exec -it bop bash

oot@sonic: /# cd fusr/lib/frr

oot@sonic: fusr/lib/frr 1s

pabeld elgrpd  frrcommon.sh ldpd  ospfd pind  staticd  watchfrr.sh
pfdd ~ fabricd  frrinit.sh  nhrpd pathd ripd vrrpd  zebra

popd  frr-reload isisd ospfed pbrd  ripngd watchfrr
ootgsonic: fusr [Lib/frr# . Jospfd 8]

Step-5
OSPF must be enabled before carrying out any of the OSPF commands by using the commands
given below:

vtysh

configure

router ospf

hdmin@sonic:~5 vtysh

ello, this is FRRouting (version 8.2.2).
opyright 1996-2005 Kunihiro Ishiguro, et al.

Eonic# router ospf

% Unknown command: router ospf
Eonic# configure terminal
Eonic{config)# router ospf
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Step-6
OSPF can also be enabled on a per-interface basis. In this guide, all the configurations are made
on a per-interface basis. To enable OSPF, use the following commands given below:

interface <interface name>

ip ospf area AREA

sonic# configure
sonic(config)# router ospf

sonic(config-router)# ospf router-id 192.168.1602.
sonic(config-router)# interface Etherneto
sonic(config-if)# ip ospf area ©

Note: It is better practice to change Router-ID before enabling OSPF on a per-interface basis by
using command “ospf router-id <A.B.C.D>". Notice that, mixing both network commands
(network) and interface commands (ip ospf) on the same router is not supported. If (ip ospf) is
present, (network) commands will fail.
Step-7
After enabling OSPF, change link cost to a specific value by using the command given below:

ip ospf cost (1-65535)
The above command sets link cost for the specified interface. The cost value is set to
router-LSA’s metric field and used for SPF calculation.

sonic(config)# interface Ethernetd
sonic(config-1f)# 1p ospf area @
sonic(config-1f)# ip ospf cost 5

sonic(config-if)# exit
sonic(config)# interface Ethernet8
sonic(config-if)# ip ospf area ©
sonic(config-if)# ip ospf cost 1
sonic(config-if)# exit
sonic(config)# exit
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Step-8
To check the status of link cost, use the following command given below:
show ip ospf interface <interface name>

sonic# show ip ospf interface Ethernet4

Ethernet4 is up
ifindex 20, MTU 9100 bytes, BW 10 Mbit <UP,BROADCAST,RUNNING,MULTICAST>
Internet Add 192.168.11.2/24, Broadcast 192.168.11.255, Area 0.0.0.0
MTU mismatch ection: enable
Router ID 192.168.100.1, Network Type BROADCAST, Cost: 5

Transmit Delay is 1 sec, State Backup, Priority 5

: OSPFAllRouters 0SPFDesigna 5
Timer intervals configured, Hello 10s, Dead 485, Wait 40s, Retransmit 5
Hello due in 4.725s

Step-9

By using Wireshark, it is also verified that packets pass through that link whose cost is low. In
Fighl, from S-1 to S-2, the link cost is 5 while S-1 to S-3 and S-3 to S-2, the link cost is 2. So,
packets do not pass-through S-1 to S-2 rather they pass through S-1 to S-3 and then S-3 to S-2.

Activities /£ Wireshark v 02'58 24 yuaiw
¥.[5-1 Ethernet1 to S-2 Ethernet0]
File Edit View Go Capture Analyze Stafistics Telephony Wireless Tools Help

(1 0mERRQes v FISEBELE

\ \App\y‘ a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info
10.600000 192.168.11.2 224.0.0.5 0SPF 82 Hello Packet
20.470458 192.168.11.3 224.6.0.5 0SPF 82 Hello Packet
510.000431  192.168.11.2 224.6.0.5 0SPF 82 Hello Packet
610.471258  192.168.11.3 224.6.0.5 0SPF 82 Hello Packet

Activities £ Wireshark v

*- [S-1 Ethernet2 to S-3 Etherneto]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AdAmJiomEERE Qe s FEEE e E

(W]Apply a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info
2 1.693106 192.168.12.3 224.0.0.5 0SPF 82 Hello Packet
49.441883 192.168.10.2 192.168.14.2 IcHP 98 Echo (ping) request id=ex7e2b, seq=1/256, ttl=63 (reply in &
59.465135 192.168.14.2 192.168.10.2 ICcHP 98 Echo (ping) reply id=0x7ezb, seq=1/256, ttl=62 (request ir
7 10.000928 192.168.12.2 224.0.0.5 0SPF 82 Hello Packet
8 10.471257 192.168.10.2 192.168.14.2 ICHP 98 Echo (ping) request id=ex7f2b, seq=2/512, ttl=63 (reply in ¢
9 10.483005 192.168.14.2 192.168.10.2 ICHP 98 Echo (ping) reply id=0x7f2b, seq=2/512, ttl=62 (request ir
10 11.487223 192.168.10.2 192.168.14.2 ICMP 98 Echo (ping) request 1d=0x802b, seq=3/768, ttl=63 (reply in 1
11 11.495282 192.168.14.2 192.168.10.2 ICcHP 98 Echo (ping) reply id=0x802b, seq=3/768, ttl=62 (request ir
12 11.696218 192.168.12.3 224.0.0.5 0SPF 82 Hello Packet
13 12.499991 192.168.10.2 192.168.14.2 ICMP 98 Echo (ping) request 1d=0x812b, seq=4/1024, ttl=63 (reply in
14 12.513276 192.168.14.2 192.168.10.2 IcHP 98 Echo (ping) reply  1id=0x812b, seq=4/1024, ttl=62 (request i
15 13.519631 192.168.10.2 192.168.14.2 ICHP 98 Echo (ping) request 1id=0x822b, seq=5/1280, ttl=63 (reply in
16 13.528433 192.168.14.2 192.168.10.2 ICHP 98 Echo (ping) reply id=0x822b, seq=5/1288, ttl=62 (request i

CEvama A+ 89 hutac an wira [RRR Rifel 89 hufas manfira A TERR Ritel an infarfara - 44 @

In Fig#2, the link cost from S-1 to S-2 has been changed to 1 and the total cost from S-1 to S-3
and S-3 to S-2 has been changed to 2, so packets pass-through S-1 to S-2 due to low link cost.
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*- [S-1 Ethernetl to S-2 Ethernet0]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

7| ® ™ RE Q&E= v § 2= B = @ E

[RTApply a display filter ... <Ctrl-

N Time Source Destination Protocol Length Info
1 0.000000 192.168.11.2 224.0.0.5 0SPF 82 Hello Packet
22.541312 192.168.10.2 192.168.14.2 ICHMP 98 Echo (ping) request id=0xde3f, seq=1/256, ttl=63 (reply in 3
3 2.551339 192.168.14.2 192.168.10.2 ICHMP 98 Echo (ping) reply id=0xde3f, seq=1/256, ttl=63 (request in..
4 3.258915 192.168.11.3 224.0.0.5 0SPF 82 Hello Packet
5 3.556305 192.168.10.2 192.168.14.2 ICHMP 98 Echo (ping) request id=@xdf3f, seq=2/512, ttl=63 (reply in 6
6 3.561392 192.168.14.2 192.168.10.2 ICHMP 98 Echo (ping) reply ttl=63 (request in.
7 4.566481 192.168.10.2 192.168.14.2 ICHMP 98 Echo (ping) request , tt1=63 (reply in 8
8 4.570751 192.168.14.2 192.168.160.2 ICHMP 98 Echo (ping) reply ttl=63 (request in..
9 5.576051 192.168.10.2 192.168.14.2 ICMP 98 Echo (ping) request id=exe13f, seq=4/1024, ttl=63 (reply in
10 5.580640 192.168.14.2 192.168.10.2 ICHMP 98 Echo (ping) reply id=0xe13f, seq=4/1024, ttl=63 (request i..
11 6.586319 192.168.10.2 192.168.14.2 ICHMP 98 Echo (ping) request id=@xe23f, seq=5/1280, ttl=63 (reply in ..
12 6.592698 192.168.14.2 192.168.10.2 ICHMP 98 Echo (ping) reply id=0xe23f, seq=5/1280, ttl=63 (request i..

04:21 24 jueiuw

*. [S-1 Ethernet2 to S-3 Etherneto]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

d OELEE Qe T35 = 0]

[]Apply a display filter ... <Ctrl/>

No. Time Source Destination Protocol LengthInfo
1 0.000009 197.168.12.2 224.0.0.5 0SPF 82 Hello Packet
2 2.045606 192.168.12.3 224.0.0.5 0SPF 82 Hello Packet
5 10.000422 192.168.12.2 224.0.0.5 0SPF 82 Hello Packet
6 12.045851 192.168.12.3 224.0.0.5 0SPF 82 Hello Packet

Step-10

Repeat steps 1-9 for other switches as well.

Step-11

Check OSPF status using the commands given below:
show ip ospf
show ip ospf database router <router id>

sonic# show ip ospf

OSPF Routing Process, Router ID: 192.168.12.2
Supports only single TOS (T0S©) routes

This implementation conforms to RFC2328
RFC1583Compatibility flag is disabled
Opaquecapability flag is disabled

Initial SPF scheduling delay © millisec(s)

Minimum hold time betw n consecutive SPFs 50 milli
Maximum hold time between consecutive SPFs 5000 millisec(s)
Hold time multiplier is currently 1

SPF algorithm last executed 27m52s ago

Last SPF duration 518 usecs

SPF timer is inactive

LSA minimum interval 50080 msecs

LsA minimum arrival 1000 msecs

Write Multiplier set to 20

Refresh timer 10 secs

Maximum multiple paths(ECMP) supported 256

Number of external LSA ©. Checksum Sum 0x00000000
Number of opaque AS LsA 0. Checksum Sum x00000000
Number of areas attached to this router: 1

Area ID: 0.0.0.0 (Backbone)

sonic# show ip ospfT database router 19z2.168.12.2

OSPF Router with ID (192.168.12.2)

Router Link States (Area 0.0.0.8)

LS age: 54

options: @x2 : *[-|-]-1-1-1E]-
LS Flags: Ox3

Flags: Ox&

LS Type: router-LSA

Link State ID: 192.168.12.2
Advertising Router: 192.168.12.2
LS Seq Number: s000000c
Checksum: ©x87be

Length: &&

Number of Links: 3

Link connected to: a Transit Network
(Link ID) Designated Router address 192.168.11.2
(Link Data) Router Interface address: 192.168.11.2
Number of TOS metrics: ©
TOS @ Metric: 10000

Link connected to: a Transit Network
(Link IDY Desianated Router addres
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Step-12

Assign IP addresses to hosts given in network topology.

save

startup configuration to startup.wpc

Note: It is highly recommended to save configurations in the host using the “save” command.

Result

After configuring the switches and hosts, hosts can send traffic. In the figure below, it is clearly
seen that host PC1 can send traffic to PC2 and other networks. It is also verified that traffic
pass-through that link cost is low. So, OSPF with different link costs is successfully configured in

the topology.

PCl> ping 192.

4 byt ftrom
4 byt from
4 byt Trom
4 byt Trom

bytes from

PCl> ping 192.

rtes Trom
ftrom
Trom
from

5 Trom

2 icmp

icmp
icmp

icmp s

ttl=61
ttl=61
ttl=61
tt1l=61
ttl=61
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OSPF Passive Interface

Introduction
This section explains the step-by-step procedure to test OSPF Passive Interface and configure its
features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

PCl

vecs

Default Passive Interface on S-2

192.168.10.0/24 e 192.168.11.0/24 192.168.14.0/24

PC2

I ocs

e0

192.168.10.2/24

PCl

vecs

Fig#1: Network Topology

Interface Based Passive Interface on S-2

192.168.10.0/24 192.168.11.0/24 192.168.14.0/24
=

el

192.168.14.2/24

PC2

s

)

192.168.10.2/24

Fig#2: Network Topology

el

192.165.14.2/24

SONIC Deployment & Testing Using GNS3

60



For each topology shown above, three switches (S-1, S-2 & S-3) and two hosts are used.

Note: Be patient while using SONiIC CLI because it takes some time while showing results.

Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured, and the same steps are repeated for the other switches.
Command Reference guide is also available on GitHub for SONIC, whose link is given here

Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status

Oper  Admin e Asym PFC
9160 / 0 routed
9100  N/A orty6i routed  down
9100 N/ orty6i uted
9100  N/A  fortyGig uted
9160 / rtyGig routed
9108 forty6i
+ 9100
5,6,7,8 9100 or e
13,14,15,16 46 9160 / r ed down
9,10,11,12 406 9100 N/A  forty6i 6 routed down
9100 N/ B uted
9100  N/A  for 4 routed
9160 / rtyGig routed
9100
9100 N/ fortyG
9160 N/A - for
9160

e In the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

= sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63
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2" Method
In this method, interface status can be changed by configuring “config_db” and

the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json

Note: It is highly recommended that first save all the configurations and then reload it using

“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

"PORT": {

¥
"PORT": {
“Ethernete”: {
"lanes": "25,26,27,28",

“alias": "fortyGigEe/e"

“"index": "@",

“speed": “480080", }

"admin status": "up", "Ethernet4~: {

" 1. ® ooy "Llanes™;: "“29._ 38,31,32",

mtu® : 9168 "alias": *"fortyGigEe®/s4"
INSERT - -

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.

Step-3

By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the

command given below:
show ip interfaces

adningsonic:~$ show ip interfaces
Interface  Master  IPv4 address/mask  Admin/Oper

10.0.0.0/31
10.0.0.2/31 up/up
10.0.0.4/31 up/up

Remove the default IPs and assign those which are to be used in network topology. For this, the

command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:~$ sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4
By default, the OSPF daemon is not running. For ospfd to be in the running mode use the
following commands given below:

docker exec -it bgp bash

cd usr/lib/frr

Is

.Jospfd &

sonic# configure
sonic(config)# router ospf
ospfd is not running
sonic(config-router)# [

hdningsonic:~$ docker exec -it bop bash

oot@sonic: /# cd fusr/lib/frr

oot@sonic: fusr/lib/frr 1s

pabeld elgrpd  frrcommon.sh ldpd  ospfd pind  staticd  watchfrr.sh
pfdd ~ fabricd  frrinit.sh  nhrpd pathd ripd vrrpd  zebra

popd  frr-reload isisd ospfed pbrd  ripngd watchfrr
ootgsonic: fusr [Lib/frr# . Jospfd 8]

Step-5
OSPF must be enabled before carrying out any of the OSPF commands by using the commands
given below:

vtysh

configure

router ospf

hdmin@sonic:~5 vtysh

ello, this is FRRouting (version 8.2.2).
opyright 1996-2005 Kunihiro Ishiguro, et al.

Eonic# router ospf

% Unknown command: router ospf
Eonic# configure terminal
Eonic{config)# router ospf
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Step-6
In first topology (Fig#1), OSPF must be configured on a “network basis”. To configure OSPF, use
the following command given below:

network <network address> area <address>

sonic(config-router)# router ospf
sonic(config-router)# network 192,168.10.8/24 area 0.0.0.0
sonic(config-router)# network 192,168.11.0/24 area 0.0.0.0
)
)

sonic(config-router)# network 192,168.12.8/24 area 0.0.0.0
sonic(config-router)d exit

sonic(config)# exit

sonic# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Configuration saved to /etc/frr/zebra.conf
Configuration saved to /etc/frr/ospfd.conf
Configuration saved to /etc/frr/bgpd.conf
Configuration saved to /etc/frr/staticd.conf

To check neighborship status, use the following command given below:
Show ip ospf neighbor

sonic# show ip ospf neighbor

Neighbor ID  Pri State Up Tim

192.168.11.3 1 Full/Backup  8.435s
192.168.13.3 1 Full/Backup ~ 3m4ls

Note: Notice that, mixing both network commands (network) and interface commands (ip ospf)
on the same router is not supported. If (ip ospf) is present, (network) commands will fail. It is

highly recommended to save the configurations using the “write” command.

X
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Step-7
Passive interface in OSPF allows the connected network of an interface to be advertised
throughout the OSPF domain but stops the sending of hello packets. If no hello packets are sent
out of an interface, then an adjacency cannot be formed and if we configure an OSPF-enabled
interface as passive where an adjacency already exists, the adjacency will drop. The command
which is given below makes every interface of S-2 passive.
passive-interface default

sonic# configure

sonic(config)# router ospf

sonic(config-router)# passive-interface default

<Cr=>

sonic(config-router)# passive-interface default
sonic(config-router)# exit

sonic(config)# exit

sonic# write

Step-8
To check the status of passive interfaces, use the following command given below:
show ip ospf interface

Ethern is up
ifi 1 D E 8 Mbit <UP, BROADC NNING, MULTICAST:=
., Broadcast 192.1 255, Area 0.0.0.0

rk Type BROADCAST, Cost: 1000
e Address 192.168.12.3/24
Multica
Timer int
e)

ent neighbor count is

Multica

Timer int a . 0 Ds, Dead 40s, Wait 40s, Retransmit 5

ighbor count is ©
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Step-9
After making every interface passive, there will be no entries in the neighborship table. To check
the status of the table, use the following command given below:

show ip ospf neighbor

sonic# show ip ospf neighbor

Neighbor ID Pri State

Step-10
To set the interfaces back to their default, just use the following command given below:
no passive-interface default

sonic# configure

sonic(config)# router ospf

sonic(config-router)# no passive-interface default
sonic(config-router)# exit

sonic(config)# exit

sonic# write

Step-11
In the 2™ topology (Fig#2), configurations are done on a per-interface basis. To configure OSPF,
use the following command given below:

interface <interface name>

ip ospf area AREA

sonic# configure
sonic(config)# router ospf

sonic(config-router)# ospf router-id 192.168.102.
sonic(config-router)# interface Ethernet®
sonic(config-if)# ip ospf area ©
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Step-12
To make a specific interface passive, use the following command given below:

ip ospf passive <interface address>
sonic(config)# router ospf
sonic(config-router)# interface Etherneto
sonic(config-if)# ip ospf passive 192.168.14.1
sonic(config-if)# exit
sonic(config)# exit
sonic# write

Router ID 19 8.13.3, Netwo y

Transmit De 1 sec, State DR, Priority 1

Designated Router (ID) 192.168.13.3 Interface Address 192.168.12.3/24

No backup designated router on this network

Multicast group memberships: <None>

Timer intervals configured, Hello 108s, Dead 4@s, Wait 405, Retransmit 5
No Hellos (Passive interface)

Neighbor Count is ©, Adjacent neighbor count is ©

Step-13
To set the interface back to its default, just use the following command given below:

no ip ospf passive <interface address>
sonic(config)# router ospf
sonic(config-router)# interface Ethernet8
sonic(config-if)# no ip ospf passive 192.168.13.2
sonic(config-if)# exit
sonic(config)# exit
sonic# write

Type BROADCAST, Cost: 10000
R, Priority 1

ghbor Count is 1, Adjacent neighbor count is 1
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Step-14
Assign IP addresses to hosts given in network topology.

PCl> ip 192.168.18.
Checking for duplicate add -
: 192.168.10.2 255.255.255.0 gateway 192.168.10.1

Note: It is highly recommended to save configurations in the host using the “save” command.
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Result

When a passive interface is enabled on every interface of S-2 on a “network basis”, the ping
request sent by host PC1 to S-2 fails.

PC1> ping 192.168.11.3

192.168.11.3 icmp timeout
192.168.11.3 icmp timeout
192.168.11.3 icmp sS¢ timeout
192.168.11.3 icmp seq=4 timeout
192.168.11.3 icmp timeout

PCl> ping 19Z2.

192.168.
192.168.
192.168.
192.168.
192.168

timeout
timeout
timeout
timeout
timeout

icmp
icmp
icmp
icmp
icmp

Lrl

Lrl

Lrl

(e IO I 0 T N Ty
Idr|
Mm M M M M

.I.i.l.l.ll.li.u.l.i
Lo B

Lrl

Since (192.168.13.3) is a S-3 interface and it is not passive, traffic is reaching here which can be
seen below:

PC1> ping 192.

84 bytes from
84 bytes from
84 bytes from
84 bytes from
84 bytes from

icmp seg=1 ttl=63 time=6.585 ms
icmp seq=2 ttl=63 time 20 ms
icmp segq=3 ttl=63 tim

icmp seq=4 ttl=63 time=6.

icmp seq=5 ttl=63 time=6.760 ms

3
3
3
3
3

On the other hand, when the switch is configured on a “per interface” basis, ping requests are
sent to every interface will fail only if all the interfaces are passive. If one of the interfaces is not
passive, then the ping request will be successful and sent to every interface.
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OSPF Totally Stub Area

Introduction
This section explains the step-by-step procedure to test OSPF Totally Stub Area and configure its
features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

OSPF with Stub Area

Router ID of §-3: 10.1.0.1

192.168.18.0/24

Router ID of 5-1:192.168.11.2
Router ID of 5-4 : 192.168.16.2
€0 Router ID of 5-5 : 192.168.15.2
”}1 Router ID of 5-6 : 192.168.17.2
m Router ID of 5-7 : 192.168.17.3
Router ID of 5-2 : 192.168.100.2

Fig: Network Topology

For the above topology, seven switches (S-1 to S-7) and one host is used.

Note: Be patient while using SONiC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured, and the same steps are repeated for the other switches.
Command Reference guide is also available on GitHub for SONiIC, whose link is given here
Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status

Alias  Vlan  Oper  Admin

down

down

own

down

down

down

5.6,7,8 0 8 £ down
13,14,15,16 48 b / r ed down
9,10,11,12 oo N/A  fortyGi routed  down

uted  down

4 routed own

routed  down

down

e down

60 61, i 40 o /A for route down
Ethernet64 6 7 48 o / rty 6 down

e In the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json
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Note: It is highly recommended that first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

}.
}' "PORT™ : {
"PORT" - .[ "ETtThernete™ : L
- T "lLanes™: "25_,.26,.27_.28"
Ethernete": { "alias=": "fortyGigE®/ /8"

"lanes": "25,26,27,28", "index": "@
"alias": "fortyGigEe/e"

"index": "@" » O T

"speed”: "40000", M

"admin status": "up", iélhurncl4'.

"mtu”: "9100" e

ortyG i gEB /4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.
Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admin@sonic:~$ show ip interfaces
Interface IPv4 address/mask  Admin/Oper

10.0.0.0/31
10.0.0.2/31 up/up
10.0.0.4/31 up/up

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:™~S sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4
By default, the OSPF daemon is not running. For ospfd to be in the running mode use the
following commands given below:

docker exec -it bgp bash

cd usr/lib/frr

Is

.Jospfd &

sonic# configure
sonic(config)# router ospf
ospfd is not running
sonic(config-router)# [

hdningsonic:~$ docker exec -it bop bash

oot@sonic: /# cd fusr/lib/frr

oot@sonic: fusr/lib/frr 1s

pabeld elgrpd  frrcommon.sh ldpd  ospfd pind  staticd  watchfrr.sh
pfdd ~ fabricd  frrinit.sh  nhrpd pathd ripd vrrpd  zebra

popd  frr-reload isisd ospfed pbrd  ripngd watchfrr
ootgsonic: fusr [Lib/frr# . Jospfd 8]

Step-5
OSPF must be enabled before carrying out any of the OSPF commands by using the commands
given below:

vtysh

configure

router ospf

hdmin@sonic:~5 vtysh

ello, this is FRRouting (version 8.2.2).
opyright 1996-2005 Kunihiro Ishiguro, et al.

Eonic# router ospf

% Unknown command: router ospf
Eonic# configure terminal
Eonic{config)# router ospf
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Step-6
In first topology (Fig#1), OSPF must be configured on a “network basis”. To configure OSPF, use
the following command given below:

network <network address> area <address>

sonic(config-router)# router ospf

sonic(config-router)# network 192,168.10.8/24 area 0.0.0.0
sonic(config-router)# network 192,168.11.0/24 area 0.0.0.0
sonic(config-router)# network 192,168.12.8/24 area 0.0.0.0
sonic(config-router)d exit

)
)
)
)

sonic(config)# exit

sonic# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Configuration saved to /etc/frr/zebra.conf
Configuration saved to /etc/frr/ospfd.conf
Configuration saved to /etc/frr/bgpd.conf
Configuration saved to /etc/frr/staticd.conf

Note: Notice that, mixing both network commands (network) and interface commands (ip ospf)
on the same router is not supported. If (ip ospf) is present, (network) commands will fail. It is
highly recommended to save the configurations using the “write” command.

Step-7
A totally stubby area (TSA) is a stub area in which summary link-state advertisement (type 3
LSAs) are not sent. A default summary LSA, with a prefix of 0.0.0.0/0 is originated into the stub
area by an ABR, so that devices in the area can forward all traffic for which a specific route is
not known, via ABR. In our topology “Area 1” is Totally Stub Area. Apply the following command
on S-4 to S-7 given below:
area A.B.C.D stub

sonic# configure

sonic(config)# router ospf

sonic(config-router)# area 1 stu

sonic(config-router)# exit
sonic(config)# exit
sonic# write
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Step-8
There is another command which must be configured only on Area Border Router (ABR) which
is given below:

area A.B.C.D stub no-summary

sonic(config)# router ospf
sonic(config-router)# area 1 stub no-summary

sonic(config-router)# exit
sonic(config)# exit
sonic# write

Step-9
To check the status of totally stub area, use the following command given below:
show ip ospf
Number of areas attached to this router: 1
Area ID: 0.0.0.1 (Stub)
Shortcutting mode: Default, S-bit consensus: no
Number of interfaces in this area: Total: 2, Active: 2
Number of fully adjacent neighbors in this area: 2
Area has no authentication
Number of full virtual adjacencies going through this area: @
SPF algorithm executed 27 times

Step-10
To check the status of routes, just use the following command given below:
show ip route
0>+ 192.166.10.0/24 [116/38000] via 192.168.14.2, Ethernetd, weight 1,
0>+ 192.168. 11 /24 [110/20000] via 192.168.14.2, Ethernetd, weight 1,
) +192.166.12.6/24 [118/30000] via 192.168.14.2, Ethernetd, weight 1,
/24 [116/28660] Vldl 4,2, Ethe

) 190168, 14.072 11700088 15 curectly comecte, Eehrnet, vegnt 1, 6:10.%
ot 101614074 15 durectly comected, Etemetd, o 95
eicl) 190,168, 15.0724 L10/008] 15 drecly comecte, EXhmet, vt 1, 9.6
118150724 1s drectly comected, £ HWHWW,OWH‘h
018, 06.072 L00/20080] via 190.18.10.2, Etneretd, v
! 1ih.13.3, f

) 192.1 [110/10008] 15 ¢ ot
(>+ 192.168.14.8/2 wmrctl" cnnnrctrd Ethrmrﬂ 00:14:43

it L 0

) nr-amm via 192.168.14. | el
o4 19,160,170/ [L10/2000] via 190.160.55.3, EUwHwU 0, veight 1,
[+ 192.168.18.8/24 [110/49988] via 192.168.14.2, Ethernetd, veight 1,

0
9
9
| G
b 19,18.]
ot 00,1687, 0724 L16/20088] v 191,

It
It

3, Etermetd, vegnt 1, 0003
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The above figure shows a comparison between routes of S-5 before and after configuration.
Before making “Area 1” a totally stub area, S-5 shows inter routes as well. But after making
“Area 1” a totally stub area, S-5 does not show routes of the backbone area.

Step-11
Assign IP addresses to hosts given in network topology.

> save

startup configuration to startup.vpc

PC1> write
Saving startup configuration to startup.vpc

done

Note: It is highly recommended to save configurations in the host using the “save” command.

Result
By making “Area 1” a totally stub area, it does not send type 3 LSAs. A default summary LSA,
with a prefix of 0.0.0.0/0 is originated into the stub area by an ABR, so that devices in the area

can forward all traffic for which a specific route is not known, via ABR. Routers of totally stub
area do not show internal routes.
sonic# show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP,
- 05PF, T - I5-IS, B - BGP, E - EIGRP, N - NHRP,
T - Table, v - UNC, V - UNC-Direct, A - Babel, F - PBR,
- OpenFabric,
> - selected route, * - FIB route, q - queued, r - rejected, b - backt
- trapped, o - offload failure

0>* 0.0.0.0/0 [110/10001] via 192.168.16.2, Ethernetd4, weight 1, 00:12:56
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OSPF Virtual Link

Introduction
This section explains the step-by-step procedure to test OSPF Virtual Link and configure its
features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches and hosts.

PC2

==

o
]

Area 2

192.168.19.0/24

virtual-link

Transit area

Area 3

Router ID of 5-3 : 10.1.0.1

Router ID of S-1: 192.168.11.2
Router ID of S-4 : 192.168.16.2
Router ID of §-5 : 192.168.15.2
[Router ID of 5-6 : 192.168.17.2
ﬁ [Router ID of 5-7 : 192.168.17.3
Router ID of 5-2 : 192.168.100.2

192.165.18.0/24

Fig: Network Topology

For the above topology, seven switches (S-1 to S-7) and two hosts are used.

Note: Be patient while using SONiIC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured, and the same steps are repeated for the other switches.
Command Reference guide is also available on GitHub for SONiC, whose link is given here

Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status
admin@

Interface anes i 3 Oper  Admin  Type  Asym PFC

routed  down
routed  down
ed down
e down
routed  down
routed  down

uted  down

uted  down

routed  down

6 routed down

uted  down

own

down

e gE0/52 routed  down
Ethernet56 60 48 bo N/ ortyl 6 routed  down
Eth 60 £ e /A i uted  down
Ethernet64 o / rtyGig routed  down

e |n the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

* sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json
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Note: It is highly recommended that first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

| 3
I “PORT"=: {
P[_‘IFJT: -Ill "EThernste™ :
“Ethernete”: {
"lanes": "25,26,27,28",

"alias": "fortyGigE®/e"

“"lnaex": "@",
“speed": “480080", y.
"admin status": "up", "Ethernet4”: {

" . 1l " 1l Elanesg ™ - .':";‘a-ir-'},-!l,_'!:-‘”,
mtu®: 9100 "alias": "“fortyGigEe/s4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.
Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admin@sonic:~$ show ip interfaces
Interface IPv4 address/mask  Admin/Oper

10.0.0.0/31
10.0.0.2/31 up/up
10.0.0.4/31 up/up

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:™~S sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4
By default, the OSPF daemon is not running. For ospfd to be in the running mode use the
following commands given below:

docker exec -it bgp bash

cd usr/lib/frr

Is

.Jospfd &

sonic# configure
sonic(config)# router ospf
ospfd is not running
sonic(config-router)# [

hdningsonic:~$ docker exec -it bop bash

oot@sonic: /# cd fusr/lib/frr

oot@sonic: fusr/lib/frr 1s

pabeld elgrpd  frrcommon.sh ldpd  ospfd pind  staticd  watchfrr.sh
pfdd ~ fabricd  frrinit.sh  nhrpd pathd ripd vrrpd  zebra

popd  frr-reload isisd ospfed pbrd  ripngd watchfrr
ootgsonic: fusr [Lib/frr# . Jospfd 8]

Step-5
OSPF must be enabled before carrying out any of the OSPF commands by using the commands
given below:

vtysh

configure

router ospf

hdmin@sonic:~5 vtysh

ello, this is FRRouting (version 8.2.2).
opyright 1996-2005 Kunihiro Ishiguro, et al.

Eonic# router ospf

% Unknown command: router ospf
Eonic# configure terminal
Eonic{config)# router ospf
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Step-6
After enabling OSPF, assign all the network addresses to which the switch is directly connected
by using the command given below:

network <network address> area <address>

bonic(config)# router ospf

Lonic(config-router)# router ospf

bonic(config-router)# network 192.168.10.0/24 area 0.0.0.0
tonic(config-router)# network 192.168.11.0/24 area 0.0.0.0
tonic(config-router)# network 192.168.12.0/24 area 0.0.0.0
tonic(config-router)# exit

sonic(config)# exit

sonic# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Configuration saved to /etc/frr/zebra.conf
Configuration saved to /etc/frr/ospfd.conf
Configuration saved to fetc/frr/bgpd.conf
Configuration saved to /etc/frr/staticd.conf

Note: It is highly recommended to save the configurations using the “write” command.

Step-7

The backbone area forms the central hub of an OSPF network. All other areas are connected to
it, and inter-area routing happens via routers connected to the backbone area and to their own
non-backbone areas. The backbone area distributes all routing information between the
non-backbone areas. The backbone area is always assigned area ID 0.0.0.0 (All area IDs must be
unique within an AS.) All other networks or areas in the AS must be directly connected to the
backbone area by a router that has interfaces in more than one area.

e To check the Area ID of an OSPF, use the following command given below:
show ip ospf

Area ID: 0.0.0.8 (Backbone)
Number of interfaces in this area: Total: 2, Active: 2
Number of fully adjacent neighbors in this area: 2
Area has no authentication
SPF algorithm executed 2370 times
Number of LSA 19

Number of router LSA 5. Checksum Sum 8x80019bf9
Number of network LSA 4. scksum Sum Ox00025T76
Mumber of summary LSA 18. Checksum Sum 8x00047548
Mumber of ASBR summary LSA 8. Checksum S 0x00000000
Number of NSSA LSA ©. Checksum Sum x8000000

NMumber of opaque link LSA ©. C ksum Sum 0x00PEE000
Number of opague area LSA 0. Checksum Sum 0x00000000
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A router with interfaces in two (or more) different areas is an area border router. An area
border router is in the OSPF boundary between two areas. In our topology S-3, S-4 & S-7 are
ABRs.
e To check ABR in an OSPF, use the following command given below:
show ip ospf

:lrllc# show ip ospf

, Router ID: 10.1.0.1

Minimum i 0 1w s 50 millise
Maximum ime 0 iw Fs 5000 milli
Hold time multiplier

SPF algorithm last executed 14m42s 2

Last SPF duration ©.005s

SPF timer is inactive

LSA minimum interval 5000 ms

This router is an ABR, 4 / ernative Cisco
Number of external LSA ©. h (S Sum Ox0PEEEEO

Transit area is the area that has a virtual link connecting two or more ABRs attached to this
area. Thus, having a virtual link provisioned across the area is the necessary thing to make the
area transit. In our topology, the transit area is between two ABRs S-4 and S-7.

Step-8
Virtual Links are used for connecting areas to the Backbone Area, that are not directly
connected to the Backbone Area. For this job, there is one Transit Area that helps to connect
the area to the Backbone Area. Both ends of the Transit Area is configured with Virtual Links.

e To configure the virtual link in ABR, use the following command given below:

area A.B.C.D virtual-link A.B.C.D

In Area address, give that ID which acts as a transit area. In our topology, Area 1 acts as a transit
area. In Virtual Link ID, an address is to be provided which must be Router ID. In our topology,
S-4 and S-7 are part of the transit area. There is an important thing while configuring ABRs for
creating a virtual link in the transit area. While configuring S-4, advertise the Router ID of S-7 in
S-4. In the same way, advertise the Router ID of S-4 in S-7 while configuring S-7.

Ik 192.168.17.3
or)# exit
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e To check the status of the virtual link, use the following command given below:

show ip ospf neighbour

bonick show ip ospf neighbor

Pri State
1 Full/OR
1 Full/Backup
1 Full/Backup
1 Full/Backup
1 Full/DROther

92.166.11.2
92.166.100.2
92.168.15.2
92.168.17.2
92.168.17.3

Up Tine Dead Tine
3h07mlgs 34225 1

20m32s 37.938s 192.168.13.2
3h03m62s 33.0975 192,168.14.3
3hd1nlds 35,5045 192.168.16.3
2h39n20s 30.741s 192.168.15.3

7
L

Interface
Eth
Ethernet4:192.168.13.

:192.168.11.3
3

VLINKZ

In the above figure, the command is executed in S-4. In the neighbor ID column, the Router ID
of S-7 is displayed which is 192.168.17.3. In the above figure, it is clearly shown that the virtual
link is created between S-4 and S-7 (VLINK2).

sonic# show ip ospf neighbor

Pri State
1 Full/R
1 Full/oR
1 Full/DROther

Neighbor ID

192.168.15.2
192.168.17.2
192.168.16.2

The above figure displays result of S-7.

Step-9

Dead Tine Address

3h82n28s 32.4355 192.168.15.2
3h62m23s 32,5545 192.168.17.2
2hd1n5Ts 38,3425 192.168.14.2

Up Tine

Repeat steps 1-8 for other switches as well.

Step-10

Check OSPF status using the commands given below:

show ip ospf

show ip ospf database router <router id

Interface
Ethernetf:192.168.15.3
Ethernet4:192,168.17.3
VLINK2
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sonic# show ip ospf

OSPF Routing Process, Router ID: 192.168.12.2
Supports only single TOS (TOS8®) routes

This implementation conforms to RFC2328
RFC1583Compatibility flag is disabled
OpaqueCapability flag is disabled

Initial SPF scheduling delay @ millisec(s)

Minimum hold time between consecutive SPFs 50 millisec(s)
Maximum hold time between consecutive SPFs 5000 millisec(s)
Hold time multiplier is currently 1

SPF algorithm last executed 27m52s ago

Last SPF duration 518 usecs

SPF timer is inactive

LSA minimum interval 5000 msecs

LSA minimum arrival 19000 msecs

Write Multiplier set to 20

rRefresh timer 10 secs

Maximum multiple paths(ECMP) supported 256

Number of external LsSA ©. Checksum Sum 0x00000000
Number of opaque AS LSA 0. Checksum Sum 0x00000000
Number of areas attached to this router: 1

Area ID: 0.0.0.0 (Backbone)

sonic# show ip ospf database router 122.168.12.2

OSPF Router with ID (1922.168.1Z2.2)

rRouter Link States (Area 0.0.0.0)

LS age: 54

Options: Ox2 : *l-1~-1-1-1-1E] -
LS FlLags: Ox3

Flags: O0x0O

LS Twpe: router-LSA

Link State ID: 192.168.12.2
Advertising Router: 192.168.12.2
LS eq NMumber: S89000008c
Checksum: ©x87be

Length: 68

Number of Links: 3

Link connected to: a Transit Network
({Link ID) Designated Router address: 192.168.11.2
{(Link Data) Router Interface address: 192.168.11.2
Number of TOS metrics: ©
TOS @ Metric: 10000

Link connected to: a Transit Netwc
(Link TDY Desianated Router add

Step-11
Assign IP addresses to hosts given in network topology.

PC2> ip 192.168.19.2 192.168.19.1
hecking for duplicate address...
192.168.19.2 255.255.255.0 gateway 192.168.19.1

artup configuration to startup.vpc

Note: It is highly recommended to save configurations in the host using the “save” command.
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Result

After configuring the switches and hosts, hosts can send traffic. In the figure below, it is clearly

seen that host PC1 can send traffic to PC2 and other networks. So, a virtual link is successfully

configured in the topology.

=

PCl= ping 192.

bytes from
34 by T
bytes from

PC1l> ping 192.

bytes from
by
by
by
bytes from

PC1l> ping 192.

icmp_

icmp_se

icmp_

icmp_

icmp_se

icmp
icmp
icmp
icmp
icmp
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Testing BGP Views in SONIC

Introduction

This section explains the step-by-step procedure to test BGP Views and configure its features by
running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology
After importing images, now draw network topology in GNS3 using SONiC switches.

5-2
5-1

w3 VIEW: 2
L 2/24 192.168.10.0/24 3/24 -
3‘20 O
el 3 L ]
2/24 2/24 | !
3 3
g g
3 "
: BGP VIEWs e
@ H
3 2
3/24
N 3/24 | e
4 [ ]
i 2/24 3/24 :_—?
e 192.168.12.0/24 e0 s-a
5-3 VIEW: 4
VIEW: 3

Fig: Network Topology

For the topology shown above, four switches (S-1, S-2, S-3& S-4) are used.

Note: Be patient while using SONIC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured, and the same steps are repeated for the other switches.
Command Reference guide is also available on GitHub for SONIC, whose link is given here

Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status
admin@

Interface anes i 3 Oper  Admin  Type  Asym PFC

routed  down
routed  down
ed down
down

down

routed  down

uted  down

uted  down

routed  down

6 routed down

uted  down

own

r down

Ethernet52 - ; 40 bo N/A  fortyGige0/52 routed  down
Ethernet56 60 48 bo N/ ortyl 6 routed  down
Eth 60 £ e /A i uted  down
Ethernet64 o / rtyGig routed  down

e |n the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json
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Note: It is highly recommended that first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

}.
}' "PORT™ : {
"PORT" - .[ "ETtThernete™ : L
- T "lLanes™: "25_,.26,.27_.28"
Ethernete": { "alias=": "fortyGigE®/ /8"

"lanes": "25,26,27,28", "index": "@
"alias": "fortyGigEe/e"

"index": "@" » O T

"speed”: "40000", M

"admin status": "up", iélhurncl4'.

"mtu”: "9100" e

ortyG i gEB /4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.

Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admingsonic:~$ show ip interfaces
Interface  Master  IPv4 address/mask  Admin/Oper

16.0.0.6/31
16.0.0.2/31
16.0.0.4/31

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:™$ sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4

BGP views are almost the same as normal BGP processes, except that routes selected by BGP
are not installed into the kernel routing table. By default, the BGP is in running mode with
Autonomous System Number (ASN) 65100. To configure a normal BGP process, first BGP
process (65100) must be stopped, and then configurations are made while in the case of BGP
Views there is no need of stopping the BGP process (65100). To configure BGP View on S-1, use
the following commands given below:

vtysh

configure
router bgp AS-NUMBER view NAME

One can use an arbitrary word for the NAME.

admin@sonic:~5% vtys

Hello, this is FRRouting (version 8.2.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

sonic# configure

sonic(config)# router bgp 1 view 1
sonic(config-router)# exit
sonic(config)# router bgp 1000

BGP is already running; AS is 65100
sonic(config)# router b 1 view 1

Step-5
Now form a connection with neighbors by using the following command given below:
neighbor <Interface address> remote-as <ASN>

sonic{config)# router bgp 1 view 1
sonic(config-router)# neighbor 192.168.10.3 remote-as 2
sonic{config-router)# neighbor 192.168.11.3 remote-as 3
sonic{config-router)# exit

sonic{config)# exit

sonic# write

Mote: this wversion of wtysh never writes wvtysh.conf
Building Configuration...

Configuration saved to /etc/frr/zebra.conf
Configuration saved to fetc/frr/bgpd.conf
Configuration saved to /fetc/frr/staticd.conf

Note: It is highly recommended to save the configurations using the “write” command.

Step-6
Repeat steps 1-5 for the other switches.
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Step-7
To check the BGP summary, use the following command given below:

show ip bgp summary

sonic# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.1.0.1, local AS number 65160 vrf-id 0
BGP table version 1

RIB entries 1, using 184 bytes of memory

Peers 29, using 20 MiB of memory

Peer groups 2, using 128 bytes of memory

AS MsgRcvd Msgsent QutQ Up/Down State/PfxRcd Pfxsnt Desc
65200 (<] never Active
65200 never Active
65200 never Active
65200 never Active
65200 never Active
65200 never Active
65200 never Active
65200 never Active
65200 never Active
65200 never Active ARISTA13T2
65200 never Active ARISTA14T2
65200 never Active ARISTA15T2
65200 never Active ARISTA16T2
64001 never Active ARISTAG1TO
64002 never Active ARISTAG2TO
64003 never Active ARISTAB3TO
64004 never Active ARISTABG4TE
64005 never Active ARISTAB5TO
64006 never Active ARISTAB6TO
64007 never Active
64008 never Active
64009 never Active
64010 never Active
64011 never Active
64012 never Active
64013 never Active
64014 never Active
64015 never Active
never Active ARISTA16TO

B N I I i S R e A o T T I W N N
[N NoN-NoN-N-RC NN NoN- Nl Rl N ol o -l -l N e N ol ]
OO0 OOROO00C00R0O00R00RDRAO@
OO0 ROO00C00RDO00R0ORDORR@
0000 OOO00C0RO0000CORROOQ O

From the above figure, it is confirmed that routes selected by the view are not installed into the
kernel routing table. In the above figure, all the neighbors are default configured.
Step-8
To check the status of BGP neighbors, use the following command given below:
show bgp neighbors

sonic# show bgp neighbors
BGP neighbor is 10.0.0.7, remote AS 65200, local AS 65100, external link
Description: ARISTAG4T2
Member of peer-group PEER_V4 for session parameters
BGP version 4, remote router ID 0.0.0.0, local router ID 10.1.0.1
BGP state = Active
Last read 00:51:53, Last write never
Hold time is 180, keepalive interval is 60 seconds
Graceful restart information:
Local GR Mocde: Helper*
Remote GR Mode: NotApplicable
R bit: False
Timers:

Configured Restart Time(sec): 128
Received Restart Time(sec): @
Message statistics:
Ing depth is @
Outq depth is @

Open
Notifications:
Updates:
Keepalives:
Route Refresh:
Capability:
Total: (¢}
Minimum time between advertisement runs is © seconds

From the above figure, it can be shown that there is no entry of neighbors configured in the
topology.
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Step-9
To view the BGP configuration file of S-1, use the following commands given below:
docker exec -it bgp bash
cd /etc/frr
Is
cat bgpd.conf

admin@sonic:~$ docker exec -it bgp bash

root@sonic:/# cd [etc/frr/bapd.conf

bash: cd: [etc/frr/bgpd.conf: Not a directory

root@sonic: /# cd [etc/frr

root@sonic: /etc/frr# 1s

bapd. conf staticd.conf vtysh.conf zebra.conf.sav
bgpd.conf.sav staticd.conf.sav zebra.conf

root@sonic: /etc/frr# cat bgpd.conf

exit
!
router bgp 2 view 2

neighbor 192.168.10.2 remote-as 1
neighbor 192.168.13.3 remote-as 4
!
exit
!
ip prefix-list PL_Loopbackv4 seq 5 permit 10.1.0.1/32
!

From the above figure it can be shown that neighbor entries are only present in the
configuration file.

)X( g(EFSIE_L\OQ\CA{| SONIC Deployment & Testing Using GNS3 921



Step-10
For analysis of BGP View, Wireshark has been used whose result is shown below:

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ BEREBAC >V S E 0 0E

[M]Apply a display Filter .. <ctrl/>

No. Time Source Destination Protacol Length Info
2 0.004510 192.168.11.3 192.168.11.2 ICMP 98 Echo (ping) reply id=6x056e, seq=1/256, ttl=64 (request in.
31.001657 192.168.11.2 192.168.11.3 ICMP 98 Echo (ping) request id=6xe56e, seq=2/512, ttl=64 (reply in 4)
41.004125 192.168.11.3 192.168.11.2 ICMP 98 Echo (ping) reply id=exe56e, seq=2/512, ttl=64 (request in.
5 2.003291 192.168.11.2 192.168.11.3 ICMP 98 Echo (ping) request id=exes56e, seq=3/768, ttl=64 (reply in 6)
6 2.005319 192.168.11.3 192.168.11.2 ICMP 98 Echo (ping) reply id=0x056e, seq=3/768, ttl=64 (request in.
7 3.004898 192.168.11.2 192.168.11.3 ICMP 98 Echo (ping) request id=exes56e, seq=4/1024, ttl=64 (reply in
8 3.007301 192.168.11.3 192.168.11.2 ICMP 98 Echo (ping) reply id=exe56e, seq=4/1024, ttl=64 (request i.
10 4.006567 192.168.11.2 192.168.11.3 ICMP 98 Echo (ping) request id=6xe56e, seq=5/1280, ttl=64 (reply in ..
11 4.008745 192.168.11.3 192.168.11.2 ICMP 98 Echo (ping) reply id=0xe56e, seq=5/128@, ttl=64 (request i.
12 5.008799 192.168.11.2 192.168.11.3 ICMP 98 Echo (ping) request id=exes56e, seq=6/1536, ttl=64 (reply in ..
13 5.910864 192.168.11.3 192.168.11.2 ICMP 98 Echo (ping) reply id=0x056e, seq=6/1536, ttl=64 (request i.
14 6.009820 192.168.11.2 192.168.11.3 ICMP 98 Echo (ping) request id=exe56e, seq=7/1792, ttl=64 (reply in
15 6.026818 192.168.11.3 192.168.11.2 ICMP 98 Echo (ping) reply id=exe56e, seq=7/1792, ttl=64 (request i.
17 7.012351 192.168.11.2 192.168.11.3 ICMP 98 Echo (ping) request id=6xe56e, seq=8/2048, ttl=64 (reply in ..
18 7.014606 192.168.11.3 192.168.11.2 ICMP 98 Echo (ping) reply id=0xe56e, seq=8/2048, ttl=64 (request i.

In the above figure, there is no entry of BGP protocol.

Step-11
To check the BGP view status, use the following command given below:
show ip bgp view

Defined BGP views:

(null) (AS65160)
1 (AS1)

In FRR Document, there is a command given to check the status of BGP View but it does not

show any result. That command is given below:
show [ip] bgp view NAME

sonick show 1p bgp v

No BGP prefixes qisp
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Result

When a ping request is generated from S-1 to S-2 and S-1 to S-3, a successful reply shows that
BGP View is successfully conflgured in the topology.

PING 192.168.106.3 (192.168.10.3) 56(84) bytes of data.
64 bytes from 192.168.10.3: icmp_seq=1 ttl=64 time=6.38
64 bytes from 192.168.16.3: icmp_seq=2 ttl=64
64 bytes from 192.168.160.3: icmp_seq=3 ttl=64
64 bytes from 192.168.16.3: icmp_seq=4 ttl=64
64 bytes from 192.168.160.3: icmp_seq=5 ttl=64
64 bytes from 192.168.160.3: icmp_seq=6 ttl=64
bytes from 192.168.10.3: icmp_seq=7 ttl=64 time=4.29

--- 192.168.10.3 ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time
rtt minfavg/max/mdev = 4.131/5.026/6.670/0.970 ms
sonic# ping 192.168.11.3

PING 192.168.11.3 (192.168.11.3) 56(84) bytes of data.
64 bytes from 192.168.11.3: icmp_seq=1 ttl=64 time=5.13
64 bytes from 192.168.11.3: icmp_seq=2 ttl=64 time=3.91
64 bytes from 192.168.11.3: icmp_seq=3 ttl=64 time=4.10
64 bytes from 192.168.11.3: icmp_seq=4 ttl=64 time=4.30
64 bytes from 192.168.11.3: icmp_seq=5 ttl=64 time=4.21
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BGP Network Advertisement

Introduction
This section explains the step-by-step procedure to test BGP Network Advertisement and
configure its features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology

After importing images, now draw network topology in GNS3 using SONiC switches.

A.S5:300

A.S: 100 Router ID: 3.3.3.3
Router ID: 1.1.1.1 LoopBack0: 3.3.3.3/32
LoopBack0: 1.1.1.1/32

5-3

Network Advertisement in BGP

.2/24

2/24

192.168.10.0/24 192.168.11.0/24

A.S5: 200
Router ID: 2.2.2.2
LoopBackO0: 2.2.2.2/32

Fig: Network Topology

For the topology shown above, three switches (S-1, S-2 & S-3) are used.

Note: Be patient while using SONiIC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured, and the same steps are repeated for the other switches.
Command Reference guide is also available on GitHub for SONIC, whose link is given here

Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status
admin@

Interface anes i 3 Oper  Admin  Type  Asym PFC

routed  down
routed  down
ed down
down

down

routed  down

uted  down

uted  down

routed  down

6 routed down

uted  down

own

r down

Ethernet52 - ; 40 bo N/A  fortyGige0/52 routed  down
Ethernet56 60 48 bo N/ ortyl 6 routed  down
Eth 60 £ e /A i uted  down
Ethernet64 o / rtyGig routed  down

e |n the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json
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Note: It is highly recommended that first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

}.
}' "PORT™ : {
"PORT" - .[ "ETtThernete™ : L
- T "lLanes™: "25_,.26,.27_.28"
Ethernete": { "alias=": "fortyGigE®/ /8"

"lanes": "25,26,27,28", "index": "@
"alias": "fortyGigEe/e"

"index": "@" » O T

"speed”: "40000", M

"admin status": "up", iélhurncl4'.

"mtu”: "9100" e

ortyG i gEB /4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.

Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admingsonic:~$ show ip interfaces
Interface  Master  IPv4 address/mask  Admin/Oper

16.0.0.6/31
16.0.0.2/31
16.0.0.4/31

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:™$ sudo config interface ip remove Ethernet63 10.11.12.13/24

Note: It is better practice to save configurations after executing two or three commands.
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Step-4
By default, the BGP is in running mode with Autonomous System Number (ASN) 65100. First,
stop this BGP process using the commands given below:

vtysh

configure
no router bgp 65100

admin@sonic:~% vtysh

Hello, this is FRRouting (version 8.2.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al

sonic# configure

sonic(config)# router bgp 100

BGP is already running; AS is 65108
sonic{config)# no router bgp 65108

Step-5
Assign S-1 an ASN 100 by using the command given below:
router bgp 100

sonic# configure

sonic(config)# router bgp 100

BGP is already running; AS is 65100
sonic(config)# no router bgp 65100
sonic(config)# router bgp 100

Step-6
Now configure S-2 so that it can form a connection with neighbors by using the following
command given below:

neighbor <Interface address> remote-as <ASN>

onic(config)# router bgp 168

onic(config-router )# neighbor 192.168.10.3 remote-as 200

Note: It is highly recommended to save the configurations using the “write” command.
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Step-7
Before advertising network in BGP there is no entry of routes in routing table which can be seen
by using the following command given below:

show ip bgp

sonic(config)# exit

sonick show ip bgp
No BGP prefixes displayed, 0 exist

Step-8
Now configure S-2 for network advertisement in BGP by using the following command given
below:

address-family ipv4 unicast

network <Network-ID>

exit-address-family

sonic(config)# router bgp 200

sonic(config-router)# address-family ipv4 unicast
sonic(config-router-af)# network 192.168.11.08/24
sonic(config-router-af)# network 192.168.10.08/24

sonic(config-router-af)# network 2.2.2.2/32
sonic(config-router-af)# exit-address-family
sonic{config-router)# exit

sonic{config)# exit

Step-9
Repeat steps 1-8 for the other switches.
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Step-10
To check the status of BGP network advertisement, use the following command given below:
show ip bgp

sonic# show ip bgp

BGP table version is 3, local router ID is 2.2.2.2, vrf id @

Default local pref 100, local AS 200

Status codes: s suppressed, d damped, h history, * wvalid, > best, = multipath,
i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self

Origin codes: 1i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network N
*> 2.2.2.2[/32 5]
*> 192.168.10.0/24 0
*> 192.168.11.0/24 0

ext Hop Metric LocPrf Weight Path
0.8.68 (5] 32768 i
0.0.0 e 32768 1
0.0.0 e 32768 1

Displayed 3 routes and 3 total paths
sonic#

Result

Network advertisement: In IGPs (OSPF, EIGRP) "network command" enables a protocol on all of
its interfaces. While in BGP, this command performs differently. It doesn't enable BGP on an
interface rather it installs prefixes in its routing table.
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eBGP Testing in SONIC

Introduction

This section explains the step-by-step procedure to test eBGP (routing protocol) and configure
its features by running related commands in SONiC CLI.

Testbed Setup

Please refer to Testbed section

Network Topology
After importing images, now draw network topology in GNS3 using SONiC switches.
s-1 S-2

: ASN: 200
ASN: 100 192.168.10.0/24

ﬁ' e0 ?
= eBGP -
< <
S o
S 3
o a
eBGP | 7} BGP = | eBGP
- 5
o
S S
el eBGP el
e ‘g’—
e0 192.168.12.0/24 e0
s-3 S-4
ASN: 300 ASN: 400

Fig: Network Topology

For the topology shown above, four switches (S-1, S-2, S-3 & S-4) are used.

Note: Be patient while using SONiIC CLI because it takes some time while showing results.
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Configurations

For the above topology, all hosts and switches are first configured before sending traffic. First,
the switch (S-1) is configured, and the same steps are repeated for the other switches.
Command Reference guide is also available on GitHub for SONIC, whose link is given here

Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status
admin@

Interface anes i 3 Oper  Admin  Type  Asym PFC

routed  down
routed  down
ed down
down

down

routed  down

uted  down

uted  down

routed  down

6 routed down

uted  down

own

r down

Ethernet52 - ; 40 bo N/A  fortyGige0/52 routed  down
Ethernet56 60 48 bo N/ ortyl 6 routed  down
Eth 60 £ e /A i uted  down
Ethernet64 o / rtyGig routed  down

e |n the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below:
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet63

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, command is given below:

sudo vi config_db.json
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Note: It is highly recommended that first save all the configurations and then reload it using
“sudo config reload” command.
By following the above commands, make changes in "config_db” and then save it.

}

} “PORT" : {

! IIi._.:lFf.T": '[ "Ethernet™:
"Ethernete™: {

"lanes": "25,26,27,28",

"alias": "fortyGigEe/e"

"index": "@",
"speed": "40800",
"admin status": "up", :
"mtu”: "9100" :=.'¢:'T Ml el LT L

ortyG i gEB /4"

Note: Using the first method to change interface status is recommended. Sometimes interface
status remains down after using 1* command. So, change the status by using config_db.
Step-3
By default, all interfaces are routed (L3) and IP is assigned to them which can be seen using the
command given below:

show ip interfaces

admin@sonic:~$ show ip interfaces
Interface IPv4 address/mask  Admin/Oper

10.0.0.0/31
10.0.0.2/31 up/up
10.0.0.4/31 up/up

Remove the default IPs and assign those which are to be used in network topology. For this, the
command is given below:

sudo config interface ip remove/add <interface_name> <ip_addr>
e admin@sonic:™~S sudo config interface ip remove Ethernet63 10.11.12.13/24
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Step-4
By default, the BGP is in running mode with Autonomous System Number (ASN) 65100. First,
stop this BGP process using the commands given below:

vtysh

configure
no router bgp 65100

admin@sonic:~% vtysh

Hello, this is FRRouting (version 8.2.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al

sonic# configure

sonic(config)# router bgp 100

BGP is already running; AS is 65108
sonic{config)# no router bgp 65108

Step-5
Assign S-1 an ASN 100 by using the command given below:
router bgp 100

sonic# configure

sonic(config)# router bgp 100

BGP is already running; AS is 65100
sonic(config)# no router bgp 65100
sonic(config)# router bgp 100

Step-6
Now configure S-1 so that it can form a connection with neighbors by using the following
command given below:
neighbor <Interface address> remote-as <ASN>
sonic(config)# router bgp 100
sonic(config-router)# neighbor 192.168.10.3 remote-as 200
sonic(config-router)# neighbor 192.168.11.3 remote-as 300

sonic(config-router)# exit
sonic(config)# exit
sonict write

Note: It is highly recommended to save the configurations using the “write” command.
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Step-7
Repeat steps 1-6 for the other switches.

Step-8
To check the bgp summary, use the following command given below:

show ip bgp summary

sonic# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 192.168.11.2, local AS number 108 vrf-id @
BGP table version ©

RIB entries @, using ©® bytes of memory

Peers 2, using 1447 KiB of memory

Meighbor v AS MsgRcvd MsgSent Tblver InQ OutQ U
192.168.10.3 4 200 k] 20 0 (5] 0 00
192.168.11.3 4 300 16 18 (0] (4] 0 00

Total number of neighbors 2

Step-9
To check the status of bgp neighbors, use the following command given below:
show bgp neighbors

sonic# show bgp neighbors
BGP neighbor is 192.168.10.3, remote AS 200, local AS 100, external link
Hostname: sonic
BGP version 4, remote router ID 192.168.13.2, local router ID 192.168.11.2
BGP state = Established, up for 00:17:05
Last read 00:00:05, Last write 00:00:05
Hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
4 Byte AS: advertised and received
Extended Message: advertised and received
AddPath:
IPv4 Unicast: RX advertised and received
Long-lived Graceful Restart: advertised and received
Address families by peer:
Route refresh: advertised and received(old & new)
Enhanced Route Refresh: advertised and received

X

XFLOW SONiC Deployment & Testing Using GNS3
RESEARCH

104



Step-10

For analysis of BGP, Wireshark has been used whose result is shown below:

clle Edit view Go Capture Analyze Statistics Telephony Wireless Tools Help

Result

il QENREBACIVEAE =

GE@E

Tipply a display filter

.. <Clrl/>

0. Time
106.000000

2
3

6 40.506660
7 40.509588
8 41.507439
9 41.508732
10 42.509172
11 42.510931
12 43.517274

Source

192.168.10.3
192.168.10.2
192.168.10.3

192.168.10.2
192.168.10.3
192.168.106.2
192.168.10.3
192.168.10.2
192.168.10.3
192.168.10.2

Destination
192.168.10.2

192.168.10.3
192.168.10.2
192.168.16.3
192.168.10.2
192.168.10.3
192.168.10.2
192.168.16.3

Protocol Length Info

85 KEEPALIVE Message
85 KEEPALIVE Message

66 50430 - 179 [ACK] Seq=20 Ack=20 Win=496 Len=0 TSval=30833496:

ICHP 98 Echo (ping)
ICHP 98 Echo (ping)
ICMP 98 Echo (ping)
ICHp 98 Echo (ping)
ICHP 98 Echo (ping)
ICHP 98 Echo (ping)
ICHP )

request id=@x1bs,
reply  id=exe1bs,
request 1d=0x81b5,
reply  1d=@x@1bs,
request 1d=ex1bs,
reply  id=exe1bs,
98 Echo (ping) request 1id=x@1b5,

When ping request is generated from S-1 to S-2 and S-1to S-3, a

BGP (eBGP) is successfully confi

gured in the topology.
&

PING 192.168.10.3 (192.168.10.3) 56(84) bytes

bytes
bytes
bytes
bytes
bytes
bytes
bytes

from 192.168.160.3:
from 192.168.160.3:
from 192.168.160.3:
from 192.168.160.3:
from 192.168.160.3:
from 192.168.160.3:
from 192.168.160.3:

icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5
icmp_seq=6
icmp_seq=7

--- 192.168.18.3 ping statistics ---

7 packets transmitted,
rtt minfavg/max/mdev = 4.131/5.026/6.670/0.970 ms
sonic# ping 192.168.11.3

PING 192.168.11.3 (192.168.11.3) 56(84) bytes

bytes
bytes
bytes
bytes
bytes

from 192.168.11.3:
from 192.168.11.3:
from 192.168.11.3:
192.168.11.3:
from 192.168.11.3:

from

7 received,

icmp_ seq=1
icmp_ seq=2
icmp_ seq=3
icmp_ seq=4
icmp_ seq=5

ttl=064
ttl=064
ttl=064
ttl=064
ttl=064
ttl=064
ttl=064

0% packet loss,

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

seq=1/256, ttl=64 (reply in -
seq=1/256, ttl=64 (request iI
seq=2/512, ttl=64 (reply in !
seq=2/512, ttl=64 (request iI
seq=3/768, ttl=64 (reply in:
5eq=3/768, ttl=64 (request iI
seq=4/1024, ttl=64 (reply in

successful reply shows that

of data.

time=6.38
time=4.40
time=6.67

time=4.49
time=4.29

time

of data.
time=5.13

time=4.30
time=4.21
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Laver 3 (IPv6
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RIPng (IPv6)

RIPng Overview

The Routing Information Protocol next generation (RIPng) is an interior gateway protocol (IGP)
that uses a distance-vector algorithm to determine the best route to a destination, using hop
count as the metric. RIPng exchanges routing information used to compute routes and is
intended for IP version 6 (IPv6)-based networks. Here are some of its features:

e Just like RIP for IPv4, it uses hop count as the metric.
e sends updates every 30 seconds.
® RIPng messages use the UDP port 521 and the multicast address of FF02::9

Testbed Setup

Please refer to Testbed section

Network Topology

Now draw network topology in GNS3 using SONIC switches. In our case, four switches (S-1, S-2,
S-3 & S-4) are used. Between S-1 and S-2, S-1 and S-3, S-2 and S-4, S-3 and S-4, global unicast
network addresses 2001::/64, 2002::/64, 2004::/64 and 2003::/64 have been used respectively.

s 2001::/64 a2 >2
—ot ﬁ

al L
IPv6

2002::/64 2004::/64

RIPng

i e0 n2
lﬁ_}_ 12 . el =
s Ok 2003::/64 3 54

Fig: Network Topology

Note: Be patient while using SONiIC CLI because it takes some time while show results.
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Configurations

For the above topology, all switches are first configured before sending traffic. First, the switch
(5-1) is configured, and the same steps are repeated for the other switches. Command
Reference guide is also available on GitHub for SONiC, whose link is given here

To configure switch S-1, use the following steps given below:

Step-1
Check the status of interfaces by using the command:
show interfaces status

Oper  Admin ype  Asym PFC

down
down

own
down
down
down

own
down
down
down
down
down
down

60 6 64 e
Ethernet6d 69,70,71,72 40 rty routed

e |n the above figure, all interfaces are operational "down" but administratively "up". In
most cases, operational status is usually down but sometimes it is "up" after running
devices in GNS3.

Step-2

There are two methods to change operational status, which are given below
1**Method
To "up" the operational status of an interface, use the following command:

* sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~S sudo config interface startup Ethernet4

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, the command is given below:

sudo vi config_db.json

)x< XFLOW SONIC Deployment & Testing Using GNS3 108


https://github.com/sonic-net/sonic-utilities/blob/master/doc/Command-Reference.md#startup-configuration

Note: It is highly recommended that first save all the configurations and then reload it using

“sudo config reload” command.

By following the above commands, make changes in "config_db” and then save it.

t.
"PORT": {
"Ethernet0":
"lanes":
"alias":
"index":
"speed":

"admin status":
11 9100"

"mtu":

¥.
"PORT": {
“"Etherneto™: {

z "25.26,.27.,28",
{ . i : "fortyGigE®/0"
“25,26,27.,28", "3 e,
" - 2 " 40000,
fOftyGlgEO/O status™: "up”,
"o, status”: "up”,.
||40000n’ . “mtu™: "gloe"
"up", "Ethernet4"

Note: Using the first method to change interface status is recommended. Sometimes interface

status remains down after using 1* command. So, change the status by using config_db.

Step-3

By default, all interfaces have been assigned Link-Local address (IPv6) which can be seen by
using the command given below:

show ipv6 interfaces

Adnin/Oper Neighbor IP

up/do

up/up
up/up
up/up

To assign Global Unicast address to interfaces, use the following commands given below:

vtysh

configure

interface <interface_name>
ip address <ipv6 address>
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VTYSH is a shell for FRR daemons. It amalgamates all the CLI commands defined in each of
the daemons and presents them to the user in a single shell, which saves the user from
having to telnet each of the daemons and use their individual shells.

admin@sonic:~% wtysh

Hello, this is FRRouting (wversi
Copyright 1996-2005 Kunihiro Ishi

.contT

iguratic
ConftTiguratio
Configuration = + o etc/frr/stat d.conf

Note: It is better to practice saving configurations after executing two or three commands.

Step-4

BGP container: Runs the supported routing stack which is FRR. Even though the container is
named after the routing protocol being used (bgp), in reality, these routing stacks can run
various other protocols (such as ripng, OSPF, isis, LDP, etc).

By default, the ripng daemon is not running. For ripngd to be in the running mode use the
following commands given below:

docker exec -it bgp bash

cd usr/lib/frr

s

Jripngd &

exit

The "docker exec -it bgp bash” command is used to start an interactive shell session inside a
Docker container named "bgp".

The "./ripngd &" command is used to start the RIPng daemon in the background on a Unix or
Linux system. The "&" symbol at the end of the command is a shell operator that tells the
system to execute the command in the background, allowing the user to continue to use the
terminal for other commands.

onic:~$ docker exec -it bgp bash
sonic:/# cd fusr/lib/frr
sr/lib/frri# 1s
frrcommon.sh ldpd  ospfd pimd  staticd watchfrr.sh
frrinit.sh  nhrpd pathd ripd  vrrpd zebra

1sisd ospf6d pbrd ripngd watchfrr
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Step-5
RIPng must be enabled before carrying out any of the ripng commands by using the commands
given below:

vtysh

configure

router ripng

admin@sonic:~$ vtysh

Hello, this is FRRouting (version 8.2.2).

Copyright 1996-2005 Kunihiro Ishiguro, et al.

sonic# configure
sonic(config)# router ripng

Step-6
After enabling RIPng, assign all the network addresses to which the switch is directly connected
by using the command given below:

network <network address>

sonic(config-router)# network 2081::/64
sonic(config-router)# network 2082::/64
sonic(config-router)# exit

sonic{config)# exit

sonic# write

Mote: this version of vtysh never writes wtysh.conf

Building Configuration...

Configuration saved to fetc/frr/zebra.conf
Configuration saved to fetc/frrfospfd.conf

Configuration saved to fetc/frr/bgpd.conf
Configuration saved to fetc/frr/staticd.conf

Note: It is highly recommended to save the configurations using the “write” command.

Step-7
Repeat steps 1-6 for other switches as well.
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Step-8

Check RIPng status using the commands given below:
show ip ripng

show ipv6 route

sonic# show ip ripng
- RIPng, C - connected, S - Static, 0 - 0SPF, B - BGP
Sub-codes:
(n) - normal, (s) - static, (d) - riefault H'} redistribute,
(i) - interface, (a/S) - agoreqate

Network Next Hop Via  Metric Tag Time
1) 2001::/64
self 1 0
1) 2002::/64
self
) 2003::/64
feB: :ef6:cBff:feBa:0 Ethernet4
) 2004::/64
fedo: :e3d:20ff:fe33:0 Ethernetd |

sonic:~% show ipvé route

- kernel route, C - connected,

- 0SPFv3, I - IS-IS, B - BGP, N

- UNC, V - VNC-Direct, A - Babel, F - PBF‘-_,

- OpenFabric,

- ted route, * - FIB route, q - queued, r - rejected, b - backup
- trapped, o - offload failure

To check the configuration file of RIPng, use the following commands given below:

docker exec -it bgp bash
cd /etc/frr

Is

cat ripngd.conf
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cat ripngd.conT

figuration saved from vty
JSB8 B7:15:56

version 8

defaults

Result

traditional

After configuring the switches as per topology, it is clearly seen that switch S-1 can send traffic
to S-4 and other switches because, In Linux, the default TTL value is 64. Each router that the
packet passes through decrements the TTL value by one. By looking at the figure which is given
below, TTL has been decremented to 63 because the packet reaches S-4 by passing through only
one router. So, RIPng is successfully configured in the topology.

sonic# ping 2

64 bytes from
64 bytes from

64 bytes from
64 bytes from
64 bytes from
nC

pe3::2

56 data bytes

2003::2: icmp se tt1=63 time=19.8
2003::2: 2 ttl=63

2003::2: 1 tt1=63

2003::2: icmp seq=4 tt1=63

2003::2: tt1=63
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IS-IS (IPv6)

Introduction

The IS-IS protocol is an interior gateway protocol (IGP) that uses link-state information to make
routing decisions.

IS-IS is a link-state IGP that uses the shortest-path-first (SPF) algorithm to determine routes. IS-IS
evaluates the topology changes and determines whether to perform a full SPF recalculation or a
partial route calculation (PRC). This protocol originally was developed for routing International
Organization for Standardization (ISO) Connectionless Network Protocol (CLNP) packets.

Like OSPF routing, 1S-IS uses hello packets that allow network convergence to occur quickly
when network changes are detected. IS-IS uses the SPF algorithm to determine routes. Using
SPF, IS-IS evaluates network topology changes and determines if a full or partial route
calculation is required.

NOTE: Because IS-IS uses I1SO addresses, the configuration of IP version 6 (IPv6) and IP version
4 (IPv4) implementations of IS-IS is identical.

IS-1S Terminology

An IS-IS network is a single autonomous system (AS), also called a routing domain, that consists
of end systems and intermediate systems. End systems are network entities that send and
receive packets. Intermediate systems send and receive packets and relay (forward) packets.
(Intermediate system is the Open System Interconnection [OSI] term for a router.) ISO packets
are called network PDUs.

In IS-1S, a single AS can be divided into smaller groups called areas. Routing between areas is
organized hierarchically, allowing a domain to be administratively divided into smaller areas.
This organization is accomplished by configuring Level 1 and Level 2 intermediate systems. Level
1 systems route within an area; when the destination is outside an area, they route toward a
Level 2 system. Level 2 intermediate systems route between areas and toward other ASs. No
IS-IS area functions strictly as a backbone.

X
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Figure: IS-IS Levels
Level 1 Routers—Level 1 routers share intra-area routing information.
Level 2 Routers—Level 2 routers share inter-area information about IP addresses available
within each area.
Level 3 Routers—IS-IS routers can act as both Level 1 and Level 2 routers, sharing intra-area
routes with other Level 1 router and interarea routes with other Level 2 routers.

The propagation of link-state updates is determined by the level boundaries. All routers within a
level maintain a complete link-state database of all other routers in the same level. Each router
then uses the Dijkstra algorithm to determine the shortest path from the local router to other
routers in the link-state database.

ISO Network Addresses

IS-IS uses ISO network addresses. Each address identifies a point of connection to the network,
such as a router interface, and is called a network service access point (NSAP).

An end system can have multiple NSAP addresses, in which case the addresses differ only by the
last byte (called the n-selector). Each NSAP represents a service that is available at that node. In
addition to having multiple services, a single node can belong to multiple areas.

Area Address System ID l NSEL]

i
:’I

«— »< > 1 byte
Variable length area address 6 bytes

Figure: NET Address

Each network entity also has a special network address called a network entity title (NET).
Structurally, an NET is identical to an NSAP address but has an n-selector of 00. Most end
systems and intermediate systems have one NET. Intermediate systems that participate in
multiple areas can have multiple NETSs.
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The following ISO addresses illustrate the IS-IS address format:
49.0001.00a0.c96b.c490.00
49.0001.2081.9716.9018.00

NETs take several forms, depending on your network requirements. NET addresses are
hexadecimal and range from 8 octets to 20 octets in length. Generally, the format consists of an
authority and format Identifier (AFl), a domain ID, an area ID, a system identifier, and a selector.
The simplest format omits the domain ID and is 10 octets long. For example, the NET address
49.0001.1921.6800.1001.00 consists of the following parts:

49—AFI

0001—Area ID

1921.6800.1001—System identifier

00—Selector

The system identifier must be unique within the network. For an IP-only network, we
recommend using the IP address of an interface on the router. Configuring a loopback NET
address with the IP address is helpful when troubleshooting is required on the network.

The first portion of the address is the area number, which is a variable number from 1 through
13 bytes. The first byte of the area number (49) is the authority and format indicator (AFl). The
next bytes are the assigned domain (area) identifier, which can be from 0 to 12 bytes. In the
examples above, the area identifier is 0001.

The next six bytes form the system identifier. The system identifier can be any six bytes that are
unique throughout the entire domain. The system identifier commonly is the media access
control (MAC) address (as in the first example, 00a0.c96b.c490) or the IP address expressed in
binary-coded decimal (BCD) (as in the second example, 2081.9716.9018, which corresponds to
IP address 208.197.169.18). The last byte (00) is the n-selector.

NOTE: The system identifier cannot be 0000.0000.0000. All Os is an illegal setting, and
adjacency is not formed with this setting.

X
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IS-IS PDU Types

ISs exchange routing information with their peers using protocol data units (PDUs). The
following types of PDUs are used:

e |lHs

® LSPs

® SNPs
[IHs

Intermediate System-to-Intermediate System Hello PDUs (lIHs) are exchanged between IS
neighbours on circuits on which the IS-IS protocol is enabled. IIHs include the system ID of the
sender, the assigned area address(es), and the identity of neighbours on that circuit that are
known to the sending IS. Additional optional information may also be included.

There are three types of lIHs:

Point-to-Point IIHs—These are sent on point-to-point circuits.

Level-1 LAN IIHs—These are sent on multiaccess circuits when the sending IS operates as a
Level-1 device on that circuit.

Level-2 LAN IIHs—These are sent on multiaccess circuits when the sending IS operates as a
Level-2 device on that circuit.

LSPs
An IS generates Link-State PDUs (LSPs) to advertise its neighbours and the destination that are
directly connected to the IS. An LSP is uniquely identified by the following:

System ID of the IS that generated the LSP

pseudonode ID—This value is always O except when the LSP is a pseudonode LSP (see
“Operation of IS-IS on Multiaccess Circuits” section.

LSP number (0 to 255)

32-bit sequence number

Whenever a new version of an LSP is generated, the sequence number is incremented.

X
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Level-1 LSPs are generated by ISs that support Level 1. The Level-1 LSPs are flooded throughout
the Level-1 area. The set of Level-1 LSPs generated by all Level-1 ISs in an area is the Level-1 LSP
Database (LSPDB). All Level-1 ISs in an area will have an identical Level-1 LSPDB and will
therefore have an identical network connectivity map for the area.

Level-2 LSPs are generated by ISs that support Level 2. Level-2 LSPs are flooded throughout the
Level-2 subdomain. The set of Level-2 LSPs generated by all Level-2 ISs in the domain is the
Level-2 LSP Database (LSPDB). All Level-2 ISs will have an identical Level-2 LSPDB and will
therefore have an identical connectivity map for the Level-2 subdomain.

SNPs

Sequence Number PDUs (SNPs) contain a summary description of one or more LSPs. There are
two types of SNPs for both Level 1 and Level 2:

Complete Sequence Number PDUs (CSNPs) are used to send a summary of the LSPDB that an IS
has for a given level.

Partial Sequence Number PDUs (PSNPs) are used to send a summary of a subset of the LSPs for
a given level that an IS either has in its database or needs to obtain.

Testbed Setup

Please refer to Testbed section

X
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Network Topology

Draw network topology in GNS3 using SONIC switches. In our case, four switches (S-1, S-2, S-3 &
S-4) are used. Between S-1 and S-2, S-1 and S-3, S-2 and S-4, S-3 and S-4, global unicast network

addresses 2001::/64, 2002::/64, 2004::/64 and 2003::/64 have been used respectively.

All switches are in same area and level

Level: 1 Level: 1
S-1 s-2
P ? b 2001:/64 =D -
e0 e0
el
el . ::1 1
IPv6 N
2002::/64 2004::/64
el o 22 =2 N
= e
— g 2003::/64 12 =
ﬁ e0 eo
5-3 s-a
Level: 1 NET of S-1: 49.0001.1111.1111.1111.00 TR T
NET of S-2: 49.0001.2222 2222 _.2222_00
MNET of S-3: 49.0001.3333.3333.3333.00
NET of S-4: 49.0001.4444.4444.4444.00

Fig: Network Topology

Note: Be patient while using SONiC CLI because it takes some time while showing results.
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Configurations

For the above topology, all switches are first configured before sending traffic. First, the switch
(5-1) is configured, and the same steps are repeated for the other switches. Command
Reference guide is also available on GitHub for SONiC, whose link is given here

Follow these steps to configure Switch-1.

Step-1
Check the status of interfaces by using the command:
show interfaces status

Alias  Vlan  Oper  Admin

down

down

own

down

down

down

5.6,7,8 0 8 £ down
13,14,15,16 48 b / r ed down
9,10,11,12 oo N/A  fortyGi routed  down

uted  down

4 routed own

routed  down

down

e down

60 61, i 40 o /A for route down
Ethernet64 6 7 48 o / rty 6 down

e In the above figure, all interfaces are operationally "down" but administratively "up". In
most cases, operational status is usually down but sometimes "up" after running devices
in GNS3.

Step-2

There are two methods to change operational status, which are given below
1**Method
To "up" the operational status of an interface, use the following command:

» sudo config interface startup <interface_name> (for 201904+ version)

= admin@sonic:~$ sudo config interface startup Ethernet4

2" Method
In this method, interface status can be changed by configuring “config_db” and
the path is /etc/sonic. To configure "config_db”, the command is given below:

sudo vi config_db.json
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Note: It is highly recommended that first save all the configurations and then reload it using

“sudo config reload” command.

By following the above commands, make changes in "config_db” and then save it.

t.
"PORT": {
"Etherneto": {

"lanes"
"alias":
"index": "0",
"speed”: "40000",
"admin status":
"mtu": "9100"

pr SNl AR el s
"fortyGigEe/o"

”UD.I ,

}.
"PORT": {

“"Etherneto™: {
“25,26,27.,28",
"fortyGigEe®O,/0"
"o,

"40000",

“"Lanes"™

"admin status": "up",
"oper status”: "up”.B
“mtu": "9l1060"

}.

"Ethernet4":

Note: Using the first method to change interface status is recommended. Sometimes interface

status remains down after using 1* command. So, change the status by using config_db.

Step-3

By default, all interfaces have been assigned Link-Local address (IPv6) which can be seen by

using the command given below:
show ipv6 interfaces

Admin

up/up
up/up
up/up

/Oper

up/up

To assign Global Unicast address to interfaces, use the following commands given below:

vtysh

configure

interface <interface_name>
ip address <ipv6 address>

admin@sonic:—% witysh

this is FRRouting (ve
ght 1996-2005 Kunihiro

nic# confi (=}
nic{confi i
nic{confi
nic{confi

Configuration
Configuration

Note: It is better practice to save configurations after executing two or three commands.
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Step-4

By default, the IS-IS daemon is not running. For isisd to be in the running mode use the
following commands given below:

docker exec -it bgp bash

cd usr/lib/frr

Is

Jisisd &

Exit

The "docker exec -it bgp bash” command is used to start an interactive shell session inside a
Docker container named "bgp".

The "./isisd &" command is used to start the IS-IS daemon in the background on a Unix or Linux
system. The "&" symbol at the end of the command is a shell operator that tells the system to
execute the command in the background, allowing the user to continue to use the terminal for
other commands.

admin@sonic:~$ vtysh

0, this is FRRouting (version 8.2.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

sonic# configure

sonic(config)# router isis

% Command incomplete: router isis
sonic(config)# router isis humza
isisd is not running

docker exec -1t bgp bash
oot@sonic:/# cd Jusr/lib/frr
root@sonic: /usr/Lib/frr# 1s
abeld eigrpd  frrcomon.sh ldpd  ospfd pind  staticd watchfrr.sh
bfdd  fabricd  frrinit.sh  nhrpd pathd ripd vrrpd  zebra
bopd ~ frr-reload 1sisd ospfd pbrd ripngd watchfrr
root@sonic: /usr/ib/frr# ./1sisd &
(1] 136
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Step-5
IS-IS must be enabled before carrying out any of the 1S-IS commands by using the commands
given below:

vtysh

configure

router isis WORD [vrf NAME]

The command “router isis WORD [vrf NAME]” enables or disables the ISIS process by specifying
the ISIS domain with ‘WORD’. The “WORD” may be any number, alphabet or word.

admin@sonic:~$% vtysh

Hello, this is FRRouting (version 8.2.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

sonic# configure

sonic(config)# router isis

% Command incomplete: router isis
sonic(config)# router isis humza

Step-6

After enabling IS-IS, assign the net address and level to the router by using the commands given
below:

net <net-address>

is-type [level-1 | level-1-2 | level-2-only]

sonic(config)# router isis humza
sonic(config-router)# net 49.0001.1111.1111.1111.00
sonic(config-router)# is-type level-1
sonic(config-router)# exit

sonic(config)# exit

sonic(config)# exit

sonic# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Configuration saved to /etc/frr/zebra.conf
Configuration saved to /fetc/frr/ospfd.conf
Configuration saved to /etc/frr/bgpd.conf
Configuration saved to [etc/frr/staticd.conf

Note: It is highly recommended to save the configurations using the “write” command.
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Step-7
First activate IS-IS on the interface and then configure the circuit type for that interface by using
the commands given below:

<ipv6> router isis WORD

The above command activates ISIS adjacency on the interface. Note that the name of ISIS
instance must be the same as the one used to configure the ISIS process.

isis circuit-type [level-1 | level-1-2 | level-2]
sonic# configure
sonic(config)# interface Ethernet®

sonic(config-if)# ipvé router isis humza
sonic(config-if)# isis circuit-type level-1

Step-8
Repeat steps 1-7 for other switches as well.
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Step-9

Check IS-IS status using the commands given below:
show isis neighbor

show isis route

show isis summary

sonicd sh 1s1s neighbor
hrea Aunza

Sjsten 1d Interface L State  Holdtine SUPA

SO0L¢ Ethernetd Hlp 1 BTR.Grhe. e
S Fihemetd 1 p 30 Goba G832, e

The screenshot above indicates that switch S-1 has two neighbors, demonstrating the successful
implementation of our topology. This is evident because switch S-1 is connected directly to two
switches using EthernetO and Ethernet4 interfaces.

sonic# sh isis route
Area humza:
15-15 L1 IPv6 routing table:

Prefix  Metric Interface Nexthop Label(s)

2001 : /64

2002: : /64 - .
2003::/64 20 Ethernetd a:6
2004::/64 30 Ethernetd fef d:Gl]ffift:S.?‘O :

The above figure shows the routing table of S-1 which consists of four routes. Two of them
“2001::/64 and 2002::/64” do not have Nexthop addresses because they are directly connected
to switch S-1 while routes “2003::/64 and 2004::/64” have Link-local addresses (Nexthop)
because they are not directly connected to switch
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counters PDU type:

L1 IITH

L1 LSP:

SP RXMT
count = a PDU Ttwype:

U
count

To check the configuration file of IS-IS, use the following commands given below:
docker exec -it bgp bash
cd /etc/frr
s
cat isisd.conf
ec -1t bgp bash
fete/frr/

frré 1s

isisd.conf staticd. conf vtysh.conf zebra.co

isisd.conf.sav staticd.conf.sav

gsonic:/ete/frr# cat isisd.conf

configuration saved from wvty
23/03/17 132:85:18

2

traditional

hostname sonic

interface Ethernets
ipwve ter isi

ipve
isis circuit-ty

"isisd.conf™ 31L,
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Result

The configuration of IS-IS (Intermediate System to Intermediate System) routing protocol with
switches S-1, S-2, S-3, and S-4 and routes 2001::/64, 2002::/64, 2003::/64, and 2004::/64 is
critical for efficient and reliable transfer of data packets across the network. To ensure proper
configuration, administrators should define network entity titles (NET), set up areas and levels,
and enable appropriate routing protocols. Additionally, implementing ping and Time-to-Live
(TTL) decrement can help verify the proper configuration of 1S-IS by allowing administrators to
test network connectivity and ensure that packets are being forwarded correctly. The default
TTL value in Linux is 64, and as a packet travels through each router, the TTL value is reduced by
one. During the generation of ping for interface 2001::2/64, the TTL did not decrement,
remaining at 64. However, for interfaces 2003::2/64 and 2004::2/64, the TTL value was
decremented by one to 63, indicating the successful implementation of our topology.

admin@sonic:~% ping 2003::2
s 56 data by
: icmp
icmp Z tin
icmp & Time=9.

e Z2002ms

3 received, + 2083ms
4.378/5.535/

3005ms
497/0.324 ms
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Conclusion

This document is a living resource, and our commitment to providing up-to-date information
extends beyond its current scope. In the upcoming iterations, we plan to expand the coverage
of SONIC within GNS3 by testing additional features such as VXLAN, MLAG (Multi-Chassis Link
Aggregation), VRRP (Virtual Router Redundancy Protocol), and more. By incorporating these
advanced functionalities, we aim to offer readers a comprehensive understanding of SONiC's
capabilities and its potential applications in various network scenarios. Stay tuned for future
updates as we continue to explore and showcase the power and versatility of SONiC within the
GNS3 environment.
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